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Certification Notification and Preliminary Questionnaire
The NERC Rules of Procedure (ROP) (Section 500 (1.3.5) states Registered Entities shall provide the ERO/regions with timely updates to information concerning ownership, operations, corporate structure, contact information, and/or other information that may affect the Registered Entity’s registration status or responsibilities with respect to the Reliability Standards.

The ROP Appendix 5A identifies change items/ triggers that are to be considered when communicating upcoming changes.1

General Entity Information
Please do not submit confidential or sensitive information (including CEII, BCSI) using this form or via email
	Entity Legal Name &
(NCR Number)
	Click here to enter text.

	Entity Abbreviation
	Click here to enter text.
	Date Submitted
	Click here to enter text.

	Applicable Registered Function(s)
	(Check all that apply)
☐ Balancing Authority (BA)
☐ Transmission Operator (TOP)
☐ Reliability Coordinator (RC)
☐ Transmission Owner (TO) with a Local Control Center (LCC) that performs TOP tasks

	Applicant’s Contact Information
	Click here to enter text.

	Multi-regional Registered Entity (MRRE)
	Click here to enter text.

	MRRE “Coordinated Oversight” Group Name & Number
	Click here to enter text.

	Reliability Coordinator (RC)
	Click here to enter text.

	Adjacent BA(s) and TOP(s)
	Click here to enter text.

	Primary Control Center 
Data Center(s)
Backup Control Center
	Location(s): City, state, country (entity owned facility or third-party facility)
Click here to enter text.

	Active EMS Vendor & EMS Version
	Click here to enter text.

	New EMS Vendor & EMMS Version
	Click here to enter text.

	Control Center & EMS Configuration
	☐ Hot / Hot (Active-Active)
☐ Hot / Warm (Active-Warm Standby)
☐ Hot / Cold (Active-Cold Standby)



Triggering Event(s)
	New Registration
	☐ New Registration (BA, TOP, or RC)

	Deactivation
	· Deactivation request of a BA, TOP, RC (transfer to another or cease of registered function)

	Delegation Agreements
	☐ New or Amended (JRO, CFR, Other)

	Footprint Change
	☐ New or revised meter boundaries (integration or disassociation of existing electrical footprint)

☐ Ownership of BES Facilities, changes in the applicability of the BES Definition to a Facility, and newly installed BES Facilities

☐ Delegation agreement expansion or contraction of responsibilities to existing JRO/CFR assignments or sub

	Control Center New or Relocation
(Primary and/or Backup)
	☐ Construction of a new facility
☐ Remodel of existing facility
☐ Temporary/tertiary space/facility additions
☐ Third Party facility
☐ Data Center facility

	Energy Management System (EMS) Modifications
	☐ Vendor/product change
☐ EMS software
☐ EMS hardware
☐ SCADA software
☐ SCADA hardware
☐ EMS/SCADA configuration change
☐ Data exchange modifications/additions
☐ Virtualization
☐ Artificial Intelligence (AI) Incorportation

	Other
	Explain in detail:
Click here to enter text.





General Questions
Please provide answers to the questions below (responses should be returned within two (2) weeks of the regional request or if submitting as the first communication of change to the affected region(s) a minimum of 365 days prior to the target change implementation date).
To determine the scope and type of certification engagement needed, answer these questions: 
1. What are your entity’s characteristics, including size, geographic service territory, and registered function(s) under the NERC Compliance Registry, etc.?
Click here to enter text.
2. What is your entity’s CIP-002-5.1a BES Cyber System Categorization (High, Medium, Low Impact)? Provide a brief summary of BES Cyber Systems and categorizations.
Click here to enter text.

3. What is the expected completion date for this project?
Click here to enter text.
4. What is the projected timeline for the project, including major milestones, tentative completion dates, and any that have already been completed?
Click here to enter text.
5. Is there a need to train system operators, cybersecurity professionals, or other personnel affected by the triggering event?  Please describe how extensive the training will be.
Click here to enter text.
6. Will the certification activity result in any type of registration change? Explain in detail.
Click here to enter text.
7. Are there other entity-specific or unique factors that you believe should be considered in determining the need for a certification review?
Click here to enter text.
8. Will the changes to the functional Area footprint result in any modifications/updates to the Energy Management System (EMS) system model?
Click here to enter text.
9. Which tasks and supporting tools and/or applications that System Operators use for situational awareness will be impacted due to the triggering event?
Click here to enter text.
10. Will there be any modifications/additions to data exchange capabilities due to the triggering event?
Click here to enter text.
11. Will the change event impact interconnected parties? Please summarize who and how impacted.
Click here to enter text.
12. Will the change trigger impact existing or newly acquired facilities, including related access procedures (both logical and physical), physical security plan, the addition of card key readers, fencing, alarms or cameras?
· Describe any Physical Security Perimeter (PSP) revisions/additions
Click here to enter text.

· Describe any Electronic Security Perimeter (ESP) revisions/additions
Click here to enter text.
13. Will the change trigger affect communications (interpersonal and/or alternate)? Describe any revisions/additions.
Click here to enter text.
14. Will the change trigger affect the power supply to the Control Center(s) and/or associated Data Centers? Describe any modification/additions to primary, secondary and/or backup emergency generator power supplies.

Click here to enter text.

Registered Entity Footprint Change
1. Describe the changes to your “footprint.”
Click here to enter text.
2. Will the changes to your footprint result in any modifications or updates to the EMS related to:
a. Tools and applications that system operators use for situational awareness of the BES; or
Data exchange capabilities.
Click here to enter text.
b. Physical Security Perimeter (PSP) or Electronic Security Perimeter (ESP) of existing or newly acquired facilities.
Click here to enter text.
3. Has the footprint change affected the Physical Security Perimeter (PSP) or Electronic Security Perimeter (ESP) of existing or newly acquired facilities, including related access procedures (both logical and physical), physical security plan, the addition of card key readers, fencing, alarms, or cameras?
Click here to enter text.

Construction or Relocation of Control Centers (Primary or Backup)
1. Describe how your entity achieves primary and backup Control Center functionality.
Click here to enter text.

2. How will you address the transition between the current functionality and the new Control Center(s)?
Click here to enter text.

3. Describe the intent (plan/project scope) for the existing facilities of a Primary Control Center, Data Center and/or Backup Control Center Facility once a new Control Center is operable. Will this facility be demolished, remodeled into office space, become a tertiary, etc. How will items be decommissioned.
Click here to enter text.

4. Describe whether this change will include upgrades or new system installation of any BES Cyber Systems, assets, or storage areas.
Click here to enter text.

5. Has the construction or relocation of the Control Center (primary or backup) affected the PSP or ESP of existing or new facilities, including related access procedures (both logical and physical), physical security plan, the addition of card key readers, fencing, alarms, or cameras?
Click here to enter text.

Modification(s) to the Energy Management System (EMS)
1. Please summarize the reason for the EMS modification.

Click here to enter text.

2. Identify the new/revised EMS product/vendor if being modified.

Click here to enter text.

3. Identify any new/terminated third parties?
Click here to enter text.
4. Please describe the EMS (software or hardware) replacement, upgrade, or virtualization. Please state whether the change will include a change in vendor.
Click here to enter text.
5. Will the modification of the EMS result in changes to the Physical Access Control System (PACS), Physical Security Perimeter (PSP), Electronic Security Perimeter (ESP), physical or logical access control procedures, or alarms? 
Click here to enter text.
6. Will the modification of the EMS affect existing Technical Feasible Exceptions (TFE)?
Click here to enter text.
7. Will the modification of the EMS result in changes to the System Recovery Plans or responder “roles”?
Click here to enter text.
8. Will the modification of the EMS affect the patch management process or require Active Vulnerability Assessments to be conducted? 
Click here to enter text.
9. Please describe any virtualization modifications/additions.
Click here to enter text.
10. Identify any Remote access additions?
Click here to enter text.
11. Will the change trigger result in changes to the Physical Access Control System (PACS)?

Click here to enter text.

12. Are there other entity-specific or unique factors that you believe should be considered in determining the need for a Certification Review?
	Click here to enter text.

Note: Be prepared to provide copies of any revised documentation, including respective policies, procedures, PSP, and ESP diagrams, that reflect the changes associated with the triggering event.
This form and all supporting documentation must be uploaded through the WECC Secure Workspace. Send to the Attention of certification@wecc.org
For information on how to access and upload documentation to the WECC Secure Workspace, click here.
If you have questions about certification, please contact certification@wecc.org.
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