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Overview Information

This information will help you and your team make appropriate changes in the ERO Portal and associated systems when

personnel changes occur in your company.

✓ Any user with an ERO Portal account that has entity admin rights to a specific entity record can review and edit permission

rights for that entity. Additionally, contact roles should be updated in CORES as soon as a role change has been

determined. Alternate Compliance Contact (ACC) roles can be deactivated, but Primary Compliance Contact (PCC) and

Primary Compliance Officer (PCO) roles have to be changed by adding the new contact and allowing the system to

deactivate the previous person that was in that role.

✓ Please also open a help desk ticket under your name that reflects all users that need their ERO Portal accounts

deactivated.

✓ It is essential for all registered entities to annually review their contact information and update it accordingly.

Updating contact information is critical to ensure effective communication and avoid inadvertent time delays.

✓ An entity should ensure contacts are up to date in all applicable systems – Section 1600, NERC Alerts, etc. A list of

recommended items to complete can be found in the Onboarding Checklist. There is also a more comprehensive

document called the ERO Enterprise Informational Package for additional guidance.
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https://support.nerc.net/
https://www.nerc.com/pa/comp/RegistrationReferenceDocsDL/ERO%20Enterprise%20Entity%20Onboarding%20Checklist.pdf
https://www.nerc.com/pa/comp/RegistrationReferenceDocsDL/ERO%20Enterprise%20101%20Informational%20Package.pdf
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Content

• Slides 4 – 7 informs a new user how to set up an ERO Portal account and multi-
factor authentication (MFA) using the Duo App.

• Slide 8 reviews when access rights and contact roles should be changed and 
when requests to deactivate a ERO Portal account should be submitted.

• Slides 9 – 12 includes instructions on how a new user submits a request to obtain 
access rights to an entity record and how an entity admin would reject or 
approve the request.

• Slides 13 – 15 shows how an entity admin can add/remove user permission 
rights as needed per entity record.

• Slides 16 – 20 includes information on how to make contact role changes in 
CORES.

• Slide 21 contains links to training materials.
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ERO Portal Access
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ERO Portal Account Required
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To Set up an ERO Portal Account: 

• Navigate to https://eroportal.nerc.net  

• Select “Register” in the upper right-hand corner 

• Complete the registration form and click “Submit

To Verify an ERO Portal Account: 

• Navigate to https://eroportal.nerc.net 

• Select “My Account” in the upper right-hand corner 

• Select “Sign In” 

• Enter your credentials to confirm access to the ERO Portal

https://eroportal.nerc.net/
https://eroportal.nerc.net/
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Set Up Multi-Factor Authentication (MFA) 
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Use Duo
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When to Request/Remove Permission Rights

8

• Compliance management or entity ownership changes

• Role and responsibility changes within organization

• User/contact leaves the company

• Request access or change permission rights in the ERO Portal

• Change contact roles in CORES

• Open a Help Desk ticket to “Deactivate” the ERO Portal account

• https://support.nerc.net 

https://support.nerc.net/
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Request Application Access
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• Select request Application

• Select Create new Application Access Requests
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Submit New Application Request
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Review Application Requests as Entity Admin
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Process Application Requests as Entity Admin
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Review/Change Permissions as Entity Admin
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Review/Change Permissions as Entity Admin
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Edit Permission Rights as Entity Admin
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Accessing 
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CORES
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Contacts in CORES
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Note: If the entity record is managed by another party, an owner representative must 
be listed within one of the contact roles.
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Create Contact(s) in CORES
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Deactivate Contact(s) in CORES
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Training Materials
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Available Resources

ERO Portal End User Guide

ERO Portal Videos

NERC Multi-Factor Authentication Guide

Registered Entity Request Access Process

CORES End User Guide

NERC Help Desk

https://www.nerc.com/pa/comp/RegistrationReferenceDocsDL/User%20Guide_ERO%20Portal.pdf
https://vimeopro.com/nerclearning/the-ero-portal
https://trn.nerc.com/User%20Guide/MFA_USERGUIDE.pdf
https://trn.nerc.com/User%20Guide/RE_TTT_User_Access.pdf
https://www.nerc.com/pa/comp/RegistrationReferenceDocsDL/Centralized_Organization_Registration_ERO_System_(CORES)_End_User_Guide_March2021Update.pdf
https://support.nerc.net/
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Contact:

www.wecc.org
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