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Introduction

The Western Electricity Coordinating Council (“WECC”) is issuing this Request for Proposals (“RFP”)
for vendors qualified to design and build a data management solution, as more specifically set forth in
Exhibit A (“Services”). WECC is seeking a single vendor to provide these Services. This data
management solution is focused on a single set of data that is currently collected, called Loads and
Resources (L&R) data. The ultimate solution must be expandable to other data that is either currently

collected or will be collected in the future.

The current L&R data process is outlined in the data flow diagram in Figure 1. L&R data consists of
hourly historical demand; aggregated historical hourly generation and available capacity by resource
type; monthly peak and energy forecasts for the next 10 years, including demand side management,
demand response, energy efficiency, behind the meter; lists of new and existing resources and their
characteristics; monthly peak and energy transmission losses; transmission and transformer changes;
and narrative form questions on topics of interest to the Western Interconnection and NERC. The data
request is prefilled with the previous year’s submission and is received in Excel workbooks (see
Appendices X, Y, and Z for the templates used in 2023) submitted individually by 38 Balancing
Authorities (BA) in the Western Interconnection. The spreadsheets are shared between WECC and the

BAs through a secure file transfer protocol.

The goal of the Services and the resulting data management solution is to make the process more
efficient and modernize how the data is collected, validated, and made available. As can be seen in
Figure 1, both internal and external parties are involved in the process. The resulting data management
solution must also be capable of continuing to involve both internal and external parties. WECC has
gone through a process with all interested parties involved to collect the solution requirements
outlined in this RFP.

As stated above, there are currently 38 BAs that will be submitting data through the data management
solution. Today, the data submission happens annually, based on a data request that is sent by WECC.
One objective of the data management solution is for data submitters to have the ability to update their

data more frequently as needed.

One of the challenges today is timely, accurate, and complete data submission. It is intended that the
data management solution will improve the data quality and validation of the data. WECC provides
feedback to the data submitter on the data provided once WECC has reviewed the submission. This
review can in some instances take many months to perform. Another objective of the solution is to
build in mechanisms for immediate feedback on the data being provided, perhaps even reject some
submissions. Some examples outlined in the requirements are comparing data fields to existing lists to

verify the value exists and checking for missing or illogical data entries.
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Currently, providing the validated dataset to data users based on varying degrees of access
permissions is a manual process. Another objective of the data management solution is to offer a
mechanism that provides data to internal and external data requestors who may be part of the BA L&R
data submission process, or who may be entirely independent of the data submission and validation.
This dataset includes public, confidential, and market-sensitive information. The data solution must be

able to share information securely and appropriately based on user credentials and approvals.
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The project will consist of three phases and will contain the following tasks, deliverables, and

milestones:
Project Phases:
e Phase I—Solution build
o Develop the data management solution in accordance with the requirements in Exhibit A
e Phase I[I—Solution testing
e Phase III—Transition from the previous system to the solution

All respondents to this RFP (“Respondents”) must include pricing information and a proposed
schedule for providing the Services. All proposals are subject to the conditions set forth in this RFP.
This RFP describes the required content and format of the RFP responses. The information derived
from this RFP will be used to select the Respondent that will provide the Services to WECC. Any
resultant contract will be based on the Exhibits to this RFP.

This RFP does not constitute an offer to form a contract and does not obligate WECC to accept or
consider any party’s response to this RFP. WECC has no obligation to provide compensation in any
form to any party in connection with any action taken or for any costs incurred in response to this RFP.
WECC retains full discretion with respect to whether and how to proceed with this procurement,

including proceeding or not proceeding with the Services in any manner WECC sees fit.

WECC Background

WECKC is the Regional Entity responsible for coordinating and promoting bulk electric system
reliability in the Western Interconnection. WECC provides an environment for coordinating activities

of its members as set forth in the WECC Bylaws.

WECC's service territory extends from Canada to Mexico. It includes the provinces of Alberta and
British Columbia, the northern portion of Baja California, Mexico, and all or portions of the 14 Western
states.

WECC is geographically the largest and most diverse of the six Regional Entities that have Delegation
Agreements with the North American Electric Reliability Corporation (“NERC”). Due to the vast and
diverse regional characteristics, WECC and its members face unique challenges while coordinating to

provide reliable electric service across nearly 1.8 million square miles.

Submitted Information

Ownership of all data, material, and documentation —regardless of where it originated —that is
submitted to WECC, pursuant to this RFP, belongs exclusively to WECC and may be subject to
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inspection by the WECC Board of Directors, WECC staff, or WECC members. Information specifically
identified by the Respondent as confidential or proprietary will be treated as specified below.

WECC reserves the right to accept, reject, or use without obligation or compensation, any information

submitted in response to this RFP.

Proprietary or Confidential Information

WECKC requires that confidential or proprietary information not be submitted in response to this RFP
unless clearly marked as proprietary or confidential. WECC will not release any submitted information,
including information that is submitted to WECC after the initial submission, that is marked
confidential or proprietary, except to those evaluating the responses or otherwise having a direct need
to know and except as specifically required by authorized auditors or by applicable law, regulation, or
court order. However, WECC may release summaries of such data that do not specifically identify any
confidential or proprietary information. WECC will ensure all evaluators have signed nondisclosure

agreements before the review of information marked confidential or proprietary.

While specific pricing information submitted by Respondents will be kept confidential, WECC may
release or publish aggregate pricing information (bid totals without identification of Respondents) for

budgeting and comparison purposes.

RFP Response Deadline and RFP Schedule

Responses to this RFP are due in their entirety on or before 5:00 p.m. Mountain Time on Monday,
March 13, 2023, in the format and including the content described below, delivered to Kirha Quick,
WECC Project Coordinator via email at kquick@wecc.org.

Hard copy responses delivered via mail or other means will not be accepted.

WECC may reject late offers. WECC reserves the right not to consider unsolicited responses.

Bidder Conference

WECC will host a bidder conference on Tuesday, February 7, 2023, at 1:00 p.m. Mountain Time to
answer any questions regarding this RFP. The bidder conference virtual event and further details can

be found here.

Acquisition Schedule

Date Event

January 27, 2023 RFP Issued
February 7, 2023 Bidder Conference
March 13, 2023 RFP Responses Due
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March 31, 2023 WECC Award Decision Announced (anticipated)

April 14, 2023 Contract Executed (anticipated)

Contact Information

RFP Point of Contact:

Kirha Quick

Project Coordinator

WECC

155 North 400 West, Suite 400
Salt Lake City, UT 84103
kquick@wecc.org

Alternate RFP Point of Contact:

Enoch Davies

Manager, Reliability Modeling
WECC

155 North 400 West, Suite 400
Salt Lake City, UT 84103

edavies@wecc.org

Respondent Questions to WECC

Respondents may ask questions regarding this RFP. These questions must be submitted to the RFP
Point of Contact via email. To the extent the questions are not Respondent-specific, the questions and

responses may be sent via an FAQ to bidder conference attendees.

WECC Questions to Respondents

Upon reviewing the responses to this RFP, WECC may have additional technical, business, or financial
questions for Respondents. Such questions and Respondents’ answers to them will be kept
confidential, consistent with the terms described above, to the extent they are clearly identified as

Proprietary or Confidential.

RFP Responses

General

All responses must address the requirements contained in Exhibit A.
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Response Requirements, Format and Organization

Acceptable response formats include MS Word (versions 2007 or later) and Adobe Acrobat PDF files.
Any graphics included in the response must be viewable by MS Word or Adobe Acrobat.

Each complete response must contain the following components:
A. Cover Letter
B. Company Information
a. Respondent Background and Qualifications
b. Respondent Experience
c. References, please provide three
d. Résumés of proposed individuals working on the project
C. Technical Proposal
a. Technical Plan and Approach
b. Supporting Documentation
D. Business Proposal
a. Pricing Proposal
b. Proposed Schedule

Each of these components is explained in detail below.

Cover Letter

Each Respondent must identify who will act as the Respondent’s primary contact throughout the RFP
process, including that person’s position in the organization, mailing address, telephone number, and
email address. The cover letter must be signed by an individual authorized by the Respondent to

submit a response.

Company Information

e Company Background and Qualifications. Provide a summary of Respondent’s professional
and financial background and qualifications. The following is the minimum required

information:
o Describe Respondent’s company’s legal structure and ownership.

o Identify the date the company was established and how long the business has provided

similar products or services.
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o Identify office location(s).

o Provide any information that would support the volume of business, credit worthiness, and

financial stability of Respondent.

o Provide qualifications/résumés of any individual(s) being proposed to perform the services
in Exhibit A.

Respondent Experience. Describe Respondent’s experience in providing similar services and

submit examples. Describe Respondent’s experience in managing projects of this nature.

References. Provide a list of at least three customers WECC may contact for references. Use

examples that are similar to this RFP. The reference information should include:
o Client business name and address;
o Client contact name and telephone number; and

o Brief description of the scope of services provided.

Technical Proposal

All RFP responses must include a Technical Proposal that specifically addresses the Services described

in Exhibit A, as specified below:

Technical Plan and Approach. Submit Respondent’s technical approach for performing the
Services described in Exhibit A:

Subcontracting. Identify any subcontractors Respondent plans to use in the performance of the

Services. No subcontracting will be permitted without approval from WECC.

Supporting Documentation. Include examples of previous Respondent activities related to this
proposal, including published documentation, as attachments to the proposal. Documentation
may include presentations, white papers, formal publications, or any other documents

demonstrating expertise in providing the Services.

Business Proposal

wy

Pricing Proposal: Prices are requested on a firm fixed price basis. Complete Exhibit B and
submit the Business Proposal. Prices are to include all costs, overhead, profit, taxes, etc. for

performing the Services. Price will be fixed for the life of the Contract.

Proposed Schedule: Submit a proposed schedule for performing the work specified in Exhibit

A, including milestones.
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Evaluation Criteria and Basis of Award

WECC is seeking proposals that provide the best combination of attributes to select the "maximum

value" proposal. Maximum value will be determined by comparing attributes, including;:
e Total cost to WECC;
e Technical and management expertise;
¢ Quality and adaptability of the services;
e Respondent’s financial health;
e Respondent’s independence from conflicts of interest;
e Respondent’s skill, experience, reputation for integrity and honesty;
e Respondent’s ability to furnish any required repairs and maintenance services;
e The expected time of delivery or performance;
e DPast performance; and

e Respondent’s compliance with the specifications of this RFP.

Examples of Contract Terms

The following Exhibits A, B, and C may form the basis of the terms WECC may use for the resulting

contract.

The actual contract terms proposed by WECC may vary. While specific terms may be negotiated as
necessary and appropriate, Respondents are expected to agree to the use of WECC’s templates and

standard terms in any resulting contracts.
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Request for Proposals

Electric Reliability and Security for the West Exhibits A and B

Exhibit A—Requirements

Below is a list of tasks and descriptions by function. Please include your proposed approach in the respective space.

Task Id # Function Description Proposed
Approach
1 Master Data Management Strategy Implementing uniformity,
Solution stewardship, and semantics of

different WECC programs and

creating a shared master data asset

2 Data Governance Strategy Collection of processes, roles,
policies, standards, operating
model, and metrics that ensure the
effective and efficient use of

information
3 Identity and Access Strategy Framework of policies and
Management technologies to ensure that the right

users have the appropriate access to

technology resources

4 Workflow Management Strategy Infrastructure for the set-up,

performance, and monitoring of

155 North 400 West | Suite 200 | Salt Lake City, Utah 84103

WWW.wecc.org




Task Id #

<Limited-Disclosure>

Function

DM Solution Build Exhibits A and B

Description

Proposed

defined sequence of tasks, arranged

as workflow application

Approach

Data Warehouse/Data Lake

Strategy

Centralized repository designed to
store, process, and secure data

(both structured and unstructured)

Change Management

Strategy

Approaches to prepare, support,
and help individuals, teams, and
organizations in making

organizational change

Data as a Product

Strategy

A data product that delivers a high-
quality, ready-to-use set of data that
people across an organization can
easily access and apply to different
business challenges within WECC

Granting access to external

users

Access Control

DMS tool must simplify granting

access to external users

Granting internal access

Access Control

DMS tool must only grant internal
access upon manual

review/approval for new roles

10

Adherence to WECC security

controls

Access Control

DMS tool must adhere to WECC
security controls Single-sign-
on/Multi-Factor
Authentication/Password

we
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DM Solution Build Exhibits A and B

Task Id # Function Description Proposed

Approach

Requirements/Secure Transmission

Controls

11 Display user privileges Access Control DMS tool must have the ability to
display each user's access privilege

and granted data

12 Password reset function Access Control DMS tool must not permit self-
service password reset and WECC
will be able to allow force password

changes for users

13 Granting appropriate access Access Control DMS tool must only grant access to
data with appropriate permission
and role

14 Data identification Data Analysis DMS tool should be able to identify

step changes in generation data

year over year

15 Version control Data Analysis DMS tool must have a sandbox
environment with version control.
DMS tool must have ability to
ingest different submission versions

for data issues

16 Data distribution Data Distribution DMS tool must only distribute
confidential data externally once
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DM Solution Build Exhibits A and B

Task Id # Function Description Proposed

Approach

approved by legal team and based
on the profile's credentials

17 Data request processing Data Distribution DMS tool must have an automated
process for data request workflow

including privacy policy

18 Exporting data Data Distribution DMS tool must have the ability to
export data in accordance with
NERC requirements

19 Exporting data in formats Data Distribution Tool must have the ability to export

in various formats (e.g., API, excel,
xml, json, SQL)

20 Data storage Data Distribution DMS tool must store year-to-year
data and enable users to easily

access the data

21 Data access and profiling Data Distribution 1.) DMS tool must enable the Public
capabilities to access L&R data on the WECC
site (would have to request access
to specific confidential data)

2.) DMS tool must have data
profiling capabilities broken down
by Balancing Area (BA), Load

types, Resource types, historical,

etc.




Task Id #

<Limited-Disclosure>

Function

DM Solution Build Exhibits A and B

Description

Proposed

22

Data workflows

Data Distribution

DMS tool must enable automated
workflow to drive approval process
where documents are uploaded
then reviewed before being made
accessible (2-step process). This will
be an automatic review, then will
go to WECC for approval to publish
to users with the correct credentials

for different parts of the data

Approach

23

Self-service option

Data Distribution

DMS tool must have the ability for
self-service to enable external data
request (including file type) and
downstream analytics consumption
within WECC

24

Exporting data

Data Distribution

DMS tool must provide a BA’s
submitted data back to the same BA

without manual intervention

25

Data sharing/compilation

Data Distribution

DMS tool must have the ability to
share up-to-date combined datasets

from the submitters on demand

26

Data storage

Data Distribution

DMS tool must hold all
assumptions and references after

analysis and be shared easily
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DM Solution Build Exhibits A and B

Task Id # Function Description Proposed

Approach
27 Data lock down Data Distribution DMS tool must have the Loads and

Resources (L&R) single source of
truth locked down so no one can
modify it and must enable the
single source of truth for (L&R)

data in some form of database

28 Visualization of data Data Distribution DMS tool must enable downstream

visualization via Power BI

29 Data comparison Data Ingestion DMS tool must have the ability to
easily compare data submissions

for the data submitters to support

data updates
30 Data import by different file Data Ingestion DMS tool must handle different file
formats format and data types and

consolidate into one single source
of truth

31 Data log Data Ingestion DMS tool must maintain a log of
communications sent to the BA;
DMS tool must send reminder
emails to submit L&R data for
incomplete submission with details;

DMS tool must send reminder




Task Id #

<Limited-Disclosure>

Function

DM Solution Build Exhibits A and B

Description

Proposed

emails to submit L&R data for

incomplete submission with details

Approach

32 Data compilation and work Data Ingestion DMS tool must have the ability to
streamlining pick attributes from multiple

submission requests to streamline
workload for Bas

33 Parameter controls Data Ingestion WECC must have the ability to
clearly define use case for data
collection request

34 Data display options Data Ingestion 1.) DMS tool must have the ability

to display multiple users tied to the
data (i.e., Submitter and request
recipient).

2.) DMS tool must be able to
determine how timely BAs submit
data and quality of data submitted.
3.) DMS tool must monitor user
activities of who has logged into the
tool and send notifications to
internal teams

4.) DMS tool must have the ability

to hold contact information
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DM Solution Build Exhibits A and B

Task Id # Function Description Proposed

Approach

particular to a specific dataset with

a BA
35 Data consolidation and Data Ingestion DMS tool must consolidate and
aggregation aggregate data submissions after
validation
36 Data updates Data Ingestion DMS tool must have the ability to

update only changed datasets (i.e.,

resource data)

37 Data logs Data Ingestion DMS tool must log all data received
and archive in case data was

overwritten or lost

38 Data matching Data Ingestion DMS tool must generate one
generator list containing
standardized columns for both
planned and existing resources that

is exportable in a machine-readable

format
39 Data notifications —confirm Data Ingestion DMS tool needs to automatically
receipt send a notification to submitter to

confirm receipt

40 Data notification —other Data Ingestion DMS tool submission notification

will include submission summary,

pending items, metrics
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DM Solution Build Exhibits A and B

Task Id # Function Description Proposed

Approach

41 Data ingestion Data Ingestion DMS tool must have the ability to
connect and ingest historical data

from data source PI Historian

42 Data fields—fuel types Data Ingestion DMS tool should have consistent
fields for all fuel types requested
and be able to handle null values if
attributes don't have data for a

specific fuel type

43 Data validation—corrupt files | Data Ingestion DMS tool must validate corrupt file

submissions (e.g., excel macro)

44 Data control options Data Ingestion DMS tool must have controls on
modification of L&R data request

45 Data collection—new streams | Data Ingestion DMS tool must be able to add a

new collection stream

46 Expandable data collection Data Ingestion DMS tool must have the ability to
types expand to input dataset beyond
L&R data if necessary (e.g.,
Generation Availability Data
System, Transmission Availability
Data System, UFLS, FERC 715,
wildfire, anchor, EIA-860, PI, power
flow, dynamics, path rating
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DM Solution Build Exhibits A and B

Task Id # Function Description Proposed

Approach

process, generator test data,

transmission ion map)

47 Tool experience Data Ingestion DMS tool must create a seamless
experience to ingest data into

internal database

48 Data request editing option Data Ingestion DMS tool must enable WECC to
add or modify L&R data fields as
part of the L&R data request

49 Tool auditing options Data Privacy DMS tool must be able to be
audited by IT and Security for
usage, privacy, etc.

50 Security group application Data Privacy DMS tool must be able to apply
security groups to protect

confidentiality and privacy

51 User permissions Data Privacy DMS tool needs to make sure data
is only accessible to those that have
right credentials based on corporate

policy (internal and external)

Secure storage Data Privacy Encryption of data at rest

52 Retention rules Data Retention DMS tool must have the ability to

enforce retention rules
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DM Solution Build Exhibits A and B

Task Id # Function Description Proposed

Approach
53 Data download options Data Retention DMS tool must allow data

submitters to view and download
historical data submissions while

following data retention policy

54 Process updates Data Validation WECC team must analyze and
document each data correction and
apply lessons learned to the process

and format

55 Field indicators Data Validation DMS tool must indicate whether a
field should be populated or might
not be populated based on previous

data submission and data

availability

56 Data validation Data Validation DMS tool must enable BAs to
validate data on previous
submission

57 Data checks Data Validation 1.) DMS tool must have checks on

the submission process so that
incomplete data cannot be accepted
2.) DMS tool must perform error
data validation on L&R data upon
BA submission (e.g., Generation >

Total nameplate, misunderstanding
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DM Solution Build Exhibits A and B

Task Id # Function Description Proposed

Approach

of load type, resource
miscategorization, commission date
in past labeled “new”

3.) DMS tool must perform null
data validation on L&R data upon
BA submission (e.g., missing
capacity info, location, resource
type, new versus existing
categorization)

4.) DMS tool must have the ability
to automate sanitization and
classification of data on ingestion
(e.g., data label, confidential/CEII
tagging)

58 Release note inclusion Data Validation DMS tool must include release

notes to indicate what has change

or what is new for the submission

59 Data flags Data Validation DMS tool must have flags in the
data to indicate whether data has
been validated and added
comments on why the change
occurred (used for NERC)
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DM Solution Build Exhibits A and B

Task Id # Function Description Proposed

Approach

60 Validation criteria functions Data Validation DMS tool must be able to have
validation criteria easily added or

removed

61 Free text narrative checking Data Validation DMS tool must have natural
language processing for free text

narrative (i.e., grammar checks)

62 Data validation —checking Data Validation DMS tool must contain built-in data
submissions validation checks upon submission
63 Bus IDs and locations Data Validation DMS tool must contain a standard

list of Bus IDs and locations

64 Ensure no double counting Master Data DMS tool must be able to validate
Management (MDM) data submitted across BAs to avoid
double counting (Master ID?)

65 Data comparison—Joining MDM DMS tool must have the ability to
different datasets connect and join different datasets

and submissions

66 Data validation MDM DMS tool must be able to validate
parallel datasets (e.g., master ID)

67 Master IDs for resources MDM DMS tool should contain a master
ID for resources that relates to both

PCM and power flow programs
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DM Solution Build Exhibits A and B

Task Id # Function Description Proposed

Approach

68 Common identifiers MDM DMS tool should contain a common
identifier across datasets (i.e.,

generation and transmission)

69 Link to single source of truth | MDM DMS tool must have a link between
different WECC programs to house

the single source of truth
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DM Solution Build Exhibits A and B

Exhibit B—Price and Timeline

In addition to addressing the requirements in Exhibit A, WECC requests that vendors provide proposed pricing on a firm fixed price basis.

Vendors should address all proposed pricing, for example, software development, licensing, maintenance, hardware.

As referenced in the RFP, the project contains three phases. Indicated below is WECC'’s preferred timeline for each phase. Vendors are

requested to give a proposed schedule for providing the services in Exhibit A, including proposed due dates.

Project Phases ‘ WECC’s Preferred Timeline

Phase I—Structure design and build-out 04/15/23-07/31/23
Phase II—Solution testing 08/01/23-10/31/23
Phase III—System transition 11/01/23-12/15/23




WECC—<<Name of Company>> Services
Contract

Exhibit C—Standard Clauses

Electric Reliability and Security for the West

A. Services

1. Services

WECC agrees to retain, and Contractor agrees to provide to WECC, the services, products, and
deliverables described in Exhibit A (“Services”). Contractor also has, or will obtain before providing
the Services, and will maintain, any required certification necessary to provide the Services and will
bear the cost of any such certification. This Contract is a non-exclusive Contract, and nothing herein
shall prohibit Contractor from performing similar services for itself and others. All access by Contractor
to WECC’s premises and property shall be in accordance with WECC’s applicable personnel,
workplace and security policies and procedures.

2. Performance Standards

Contractor agrees to perform the Services to the reasonable satisfaction of WECC as specified in Exhibit
A and as required by any professional requirements, statutes, or regulations to which the Services or
performance of the Services would be subject. Contractor agrees to perform the Services in a timely
manner and in compliance with the time schedules in Exhibit A. Contractor shall perform any other
ancillary duties reasonably related to performing the Services in the same manner and to the same

standards as provided herein.

3. Inspection

WECC may inspect any Services at any time and place. WECC will perform inspections in a manner
that will not unduly delay the Services. If any of the Services do not conform to the requirements
expressed or implied in this Contract, WECC may require Contractor to perform the Services again in
conformity with this Contract. Neither inspection, lack of inspection, acceptance, nor payment shall

relieve Contractor of any of its obligations under this Contract.

4. Subcontracting

Contractor shall not subcontract any Services not specifically agreed upon at Contract award without
WECC’s prior written approval. Consent to subcontract any portion of this Contract shall not relieve

Contractor of any responsibility under this Contract.

155 North 400 West | Suite 200 | Salt Lake City, Utah 84103
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5. Warranty

Contractor warrants that all Services will be performed in a professional manner, be free from defects
in workmanship and conform to the requirements expressed or implied in this Contract. WECC will
give written notice of any defect or nonconformance to Contractor within a reasonable time after
discovery. Corrections shall be at no cost to WECC, and any Services corrected or re-worked by

Contractor shall be subject to this clause to the same extent as Services initially performed.

B. Payment

1. Payment—Firm-Fixed Price Contract

WECC shall pay Contractor the fixed amount specified in Exhibit B for all Services required by Exhibit
A.

Title to all Services covered by payments shall pass to WECC at the time of payment. Any payment
shall not be construed as relieving Contractor from the sole responsibility for the satisfactory
completion of Services or the restoration of any deficient Services or as waiving WECC's right to

require the fulfillment of all the terms of the Contract.

Upon receipt and acceptance of all Services by WECC and approval by WECC of the invoice
designated by Contractor as the "final invoice" and all supporting documentation, WECC shall

promptly pay any balance due Contractor.

2. Withholding

If necessary, WECC reserves the right to withhold an amount not to exceed ten (10) percent of the total
Contract price for a reasonable amount of time to ensure Contractor’s performance or to otherwise

protect WECC’s interests under the Contract.

3. Invoicing—Firm-Fixed Price Contracts

Contractor may invoice upon completion and acceptance of fixed price Services identified in Exhibit B.

Contractor may submit invoices electronically (email, fax, etc.). Invoices must include (1) Contractor's

name and address, (2) the invoice date, (3) a description of the Services performed (including the price
and quantity, if applicable), (4) the total amount due, (5) the name and address of the person to whom
payment will be made, and (6) the name, title, phone number, mailing address of the person to be

notified in event of a defective invoice or defective Services.

Submit invoices to:
Enoch Davies

WECC

155 North 400 West, #200
Salt Lake City, UT 84103
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Email: edavies@wecc.org

4. Payment Terms

Payment will be made 30 days after (1) invoicing as described in this Section B, and (2) WECC
acceptance of the Services. Acceptance is deemed to occur within 15 days after receipt of Services

unless Contractor is notified otherwise.

5. Discount for Prompt Payment

In connection with any discount offered for prompt payment, time shall be computed from the date
shown on the invoice or, if no date is shown, from the date WECC receives the invoice. For computing
the discount earned, payment shall be considered to have been made on the date that appears on the

payment check.

6. Taxes, Permits, Licenses

Contractor shall be responsible for obtaining, maintaining, and bearing the cost of all permits and
licenses, as well as all self-employment, social security, revenue, business, sales, excise, or any other
taxes, fines, penalties, or other liability to the Internal Revenue Service of the United States or to the
applicable taxing authority of another country, and to any state, province, or other entity with taxing
jurisdiction. Contractor agrees to indemnify and hold harmless WECC from any claim of liability of
any kind by any taxing, permitting, or licensing authority arising as a result of payments made under
this Contract.

C. Intellectual Property

1. Covered Work

“Covered Work” means (1) all Services, and (2) all inventions or other intellectual property that are
conceived or developed by Contractor in whole or in part: (a) while performing Services for WECC, (b)
on WECC’s time, or (c) using WECC'’s equipment, supplies, facilities, or Confidential Information.
Covered Work includes all Services and all inventions or other intellectual property conceived or
developed by Contractor, whether the activities occur (i) on or off the premises; (ii) before, during, or
after working hours; (iii) within or outside the scope of the Services; or (iv) by Contractor alone or with

others.

2. Assighment

Subject to the payment by WECC of the payments identified in Exhibit B, Contractor assigns to WECC
exclusively, throughout the world, all of its rights, titles, and interest in and to the Covered Work,

including without limitation all copyright and trademark rights associated therewith, and confirms that
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WECC has the right to make, have made, and own enhancements, derivative works, and other

modifications to the Covered Work.

3. Third-Party and Contractor-Owned Content

Contractor represents and warrants that this Contract to provide Services to WECC will not violate or
infringe the copyright, patent, intellectual property, or other proprietary rights of any third party.
Contractor shall notify WECC, in accordance with Section H.4, if it intends to incorporate any third-
party content in the Services (“Third-Party Content”) or any Contractor-owned content in the Services
(“Contractor-Owned Content”) that it believes are not Covered Work. Contractor shall not incorporate
Third-Party Content or Contractor-Owned Content without the prior written consent of WECC.
Contractor shall identify all Third-Party Content and any limitations that are applicable to the use and
exploitation of Third-Party Content prior to or at the time of delivery thereof. Contractor has the sole
obligation for obtaining, at Contractor’s sole expense, all rights, clearances, or licenses necessary for
WECKC to use and exploit any Third-Party Content. Contractor hereby grants to WECC a non-exclusive,
unlimited, perpetual, irrevocable, worldwide, and royalty-free right and license to use Contractor-

Owned Content in connection with WECC’s business at WECC'’s sole discretion.

4. Cooperation

Contractor agrees to cooperate with WECC to execute such documents as may be necessary in the
event WECC desires to seek copyright, patent, or trademark protection of Covered Work. Contractor
irrevocably appoints WECC as its agent and attorney-in-fact to perform any acts WECC deems
necessary, at its discretion, for WECC to obtain and protect from infringement any WECC patent,
copyright and/or other intellectual property right arising hereunder and as provided by law.
Contractor agrees that as between WECC and Contractor, any acts taken by WECC on Contractor’s

behalf pursuant to this section shall have the same legal force and effect as if executed by Contractor.

5. Use of Know-How

Except for the Covered Work, in which WECC shall have all right title and interest, any other ideas,
methods, concepts, know-how, techniques, or processes developed during this Contract by personnel
of Contractor, may be used by either Party, without any obligation to account to the other Party, and in
any way that Party deems appropriate, including by or for its stakeholders, clients or customers,

notwithstanding anything to the contrary herein.

D. Confidential Information

1. Confidential Information

Contractor acknowledges that in the course of providing Services to WECC, Contractor may acquire

(whether orally or in writing) knowledge relating to the confidential affairs of WECC and/or
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confidential or proprietary information relating to WECC members or NERC Registered Entities,
including: (i) information of a technical or proprietary nature, such as know-how, formulas, trade
secrets, inventions or research projects; (ii) personnel and other information that is not generally
disclosed by WECC or NERC Registered Entities to the public; (iii) business matters such as
information about costs, profits, pricing, markets, sales, suppliers, customers, developments, products,
and marketing, and (iv) electric utility information and information about the Bulk Electric System,
including Confidential Information as defined in Section 1500 of the NERC Rules of Procedure. The

information described above shall collectively be referred to herein as “Confidential Information.”

2. Confidentiality

Both during the performance of the Services and after the expiration or termination of this Contract,
Contractor agrees that, except as authorized in writing by WECC, Contractor shall: (i) use reasonable
efforts to preserve and protect the confidentiality of all Confidential Information, and, in any event, no
less care than is used by Contractor in protecting the confidentiality of its own confidential
information; (ii) except as reasonably necessary to provide the Services, use reasonable efforts to
prevent any disclosure of Confidential Information to anyone, including its employees; and (iii) not use
Confidential Information in any way other than in furtherance of this Contract. Confidential
Information of any nature that Contractor acquires regarding any aspect of WECC’s business shall be
treated in strict confidence. Information so obtained shall not be divulged, furnished or made accessible
to third parties without the prior written permission of WECC; provided however, that such required
written permission shall not apply in cases where Contractor uses a subcontractor approved by WECC,
as set forth in Section A.4, to assist in the performance of the Services. Contractor is responsible to
ensure that any such subcontractor is bound by a written agreement not to disclose Confidential
Information that is at least as restrictive as this Section D. The terms of this Section D shall survive

termination or expiration of this Contract.

Contractor represents and warrants that it will not use the confidential information or trade secrets of
any third party in or for the Services or disclose such information to WECC without that third party’s

prior written consent.

3. Exceptions

Contractor shall not have any liability to WECC for disclosure of any Confidential Information that
Contractor can establish to have been: (i) publicly known without breach of this Contract; (ii) publicly
released for disclosure by WECC; (iii) given to Contractor by someone other than WECC without a

duty to maintain confidentiality; or (iv) required by applicable laws.
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4. Injunctive Relief

Contractor agrees that any material breach or attempted or threatened breach of this Section D could
result in irreparable injury to WECC for which damages would be an insufficient remedy. Accordingly,

Contractor consents to injunctive relief without limiting the applicability of any other remedies.

5. Return of Confidential Information

Not later than three (3) days after the termination or expiration of this Contract, Contractor will destroy
all originals and copies of Confidential Information and all notes, internal analyses, and work products
containing Confidential Information. Contractor shall certify and confirm in writing to WECC that such

destruction occurred.

6. Procedures for Breach or Loss of Confidential Information

In the event that Contractor discloses (without WECC’s prior written consent or as otherwise provided
herein) or becomes aware that it has experienced a security breach or data disclosure or loss with
respect to any WECC Confidential Information, then Contractor shall immediately: (i) notify WECC,
(ii) use reasonable best efforts to mitigate such disclosure or breach of security and identify in writing
(to the extent known): (a) the nature of the unauthorized disclosure or breach of security; (b) the WECC
Confidential Information disclosed or relating to the breach of security; (c) who made the unauthorized
disclosure or caused the breach of security or received the unauthorized disclosure; (d) what
Contractor has done or will do to mitigate any deleterious effect of the unauthorized disclosure or the
breach of security; and (e) what corrective action Contractor has taken or will take to prevent further
unauthorized disclosures or breaches of security from occurring, and (iii) use reasonable best efforts to
assist WECC in making applicable notifications, including as required by applicable laws and
regulations; provided that, the provision and timing of any notifications, if any, including content, will
be in the sole discretion and direction of WECC.

E. Advertising and Marketing

The Parties agree that Contractor, after obtaining WECC’s prior express written approval, may use
WECC’s name and a brief factual description of the Services provided. WECC will not endorse (e.g.,
provide a value judgment) vendor services for the use by that vendor in its promotional material or in

references.

F. Indemnification

Contractor agrees to indemnify and hold harmless WECC and WECC officers, employees, and agents,
against any suits, losses, liabilities, damages, claims, settlements, costs, and expenses, including
reasonable attorney fees and expenses (collectively, “Damages”), arising from: (i) any breach by

Contractor of this Contract; (ii) any breach of any representations and warranties contained herein; or
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(iii) any intellectual property infringement by Contractor or any subcontractors, agents, partners or

others acting for or on behalf of Contractor.

G. Expiration and Termination

The following terms shall be applicable to expiration and termination of this Contract. Expiration and
termination shall not affect any terms that are intended to survive expiration or termination, including,
but not limited to, WECC’s ownership of Covered Work, warranties, indemnity obligations, limitations
of liability or the obligations of Section D, Confidential Information. Upon notice of termination:

(1) Contractor shall discontinue providing to WECC any Services under this Contract, (2) Contractor
shall deliver to WECC any Services in-progress or completed as of the date of termination, and

(3) WECC shall make payments, as appropriate, to Contractor.

1. Termination for Cause

Either Party may terminate this Contract for cause after providing the other Party with ten (10)
calendar day’s written notice and a reasonable opportunity to cure any alleged default. Cause shall
include, but not be limited to, lack of compliance with applicable law, a conflict of interest, failure to

perform in a timely manner or failure to comply with any other term of this Contract.

2. Termination for Convenience

Only WECC may terminate this Contract for convenience or when it determines, at its sole discretion,
that the continuation of the Contract would not produce beneficial results commensurate with the
further expenditure of funds. WECC may terminate for convenience by providing Contractor with
thirty (30) calendar days prior written notice. The Parties agree that WECC's termination for
convenience shall not prohibit WECC from later claiming that Contractor breached the Contract.

H. General Provisions

1. Modifications

This Contract may be modified or amended by the Parties only in writing executed by both Parties
hereto.

2. Waiver

All waivers of any term set forth in the Contract or of any breach or default must be specifically set
forth and acknowledged as such in writing. Any such waiver in one instance shall not constitute a

waiver in any future instance unless specifically set forth and acknowledged as such in writing.
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3. Applicable Law and Forum

This Contract shall be interpreted and enforced in accordance with the laws of the state of Utah,
without regard to conflict of law principles. The exclusive jurisdiction for any action to interpret or
enforce this Contract shall be in Salt Lake County, Utah. The Parties hereby consent to the personal

jurisdiction of such courts.

4. Notices

All notices between WECC and Contractor shall be in writing and shall be effective when delivered
either by (i) U.S. Mail, with a confirming email to the notice recipient; or (ii) by email directed to the

following individuals:

a.) Notices to WECC shall be directed to:

General Counsel

WECC

155 North 400 West, Suite 200
Salt Lake City, UT 84103-1114
Tel: (801) 582-0353

Email: jdroubay@wecc.org

b.) Notices to Contractor shall be directed to:

A Party may inform the other Party that a change will occur regarding the contact information of an
individual to whom notices are to be delivered without the need to amend this Contract by providing a
notice to the other Party in writing that describes the change. No such change shall be deemed to have

been given until notice of the change has been received by the Party to which the notice was provided.

5. Assignment

This Contract shall not be assigned by either Party without the other Party’s prior written consent.

6. Uncontrollable Events

If either Party cannot perform any of its obligations because of a Force Majeure Event, as defined below
in this section, then such nonperforming Party will: (i) notify the other Party; (ii) take reasonable steps
to resume performance as soon as possible; and (iii) not be considered in breach during the period of

such Force Majeure Event.
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Force Majeure Events shall include acts of God (including fire, flood, earthquake, storm, hurricane or
other natural disaster), war, invasion, act of foreign enemies, hostilities (regardless of whether war is
declared), civil war, rebellion, revolution, insurrection, military or usurped power or confiscation,
terrorist activities, nationalization, government sanction, blockage, embargo, labor dispute, strike, or
lockout, to the extent that the foregoing make performance impossible or unreasonable, and any other
event of similar magnitude which makes performance impossible or unreasonable. Neither Party shall

terminate this Contract under Section G.1 (Termination for Cause) in such circumstances.

7. Independent Contractor Relationship

In accordance with the mutual intentions of the Parties hereto, Contractor is performing services for
WECC as an independent contractor, and all the terms and conditions of this Contract shall be
interpreted considering such relationship. Nothing contained in this Contract constitutes appointment
of either Party as an agent, representative, partner, joint venture, or employee of the other Party for any
purpose, except as specifically noted in Section C.4—Cooperation. Neither Party may bind the other
Party to any other contract with any third party. No acts or assistance given by WECC to Contractor
shall be construed to alter this relationship. Contractor acknowledges that neither it nor its employees,
contractors, or agents have any rights in or under any health, liability or disability, or other insurance
policies maintained by WECC, nor to any overtime, vacation, holiday, sick leave, seniority, or other
benefits. Contractor further acknowledges that neither it, nor its employees, contractors or agents have
any right to claim unemployment compensation, worker’s compensation, or disability compensation
pursuant to this Contract, or because of Contractor’s relationship with WECC. Contractor represents
that Contractor is covered by and will continuously maintain worker’s compensation insurance, and
disability and other such insurance to the extent required by law, in at least any amounts required by
law, and agrees that all activities and work associated with providing the Services performed under
this Contract will be at Contractor’s own risk and liability. At WECC’s request, Contractor will

promptly provide proof of insurance.

8. Severability

The Parties agree that any provision of this Contract or its application that is held invalid shall be
modified as necessary to render it valid and enforceable to the maximum extent possible with its
original intent. If any provision of this Contract or its application is held invalid and cannot be
modified to render it valid and enforceable, the invalidity shall not affect other obligations, provisions,
applications, or parts of this Contract that can be given effect without the invalid provisions or

applications.
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9. Interpretation

The headings of the sections of this Contract are for convenience only and shall not be of any effect in
construing their meanings. The Parties agree that this Contract shall not be interpreted or construed

more strictly against the drafter.

10.Counterparts

This Contract may be executed in counterparts, each of which shall be deemed an original Contract for
all purposes, including the judicial proof of any of the terms hereof; provided however, that all such

counterparts shall constitute the same Contract.

11.Remedies

Unless expressly set forth to the contrary, either Party’s election of any remedies provided in this
Contract shall not be exclusive of any other remedies available hereunder or otherwise at law or in

equity, and all such remedies shall be deemed to be cumulative.

12.Disputes

All disputes in connection with this Contract shall be settled, to the extent possible, by negotiation
between the authorized representatives of the Parties. If the matter is not resolved by such negotiations,
either Party may at any time, by giving written notice to the other Party as provided in this Contract,

and upon the agreement of the other Party, cause the matter to be referred to:

a.) A mutually agreed upon mediator for nonbinding confidential mediation. The Parties will share
equally in the cost of the mediation services; and/or

b.) Arbitration in Salt Lake City, Utah, before a single arbitrator under the then current rules of the
American Arbitration Association for final and binding confidential arbitration. The prevailing
Party is entitled to recover its reasonable costs, attorney fees, and out-of-pocket expenses
relating to arbitration.
The pendency of a dispute shall not excuse or suspend any Party’s obligations pursuant to this

Contract.

13.Limitation of Liability

WECC's total liability to Contractor for any breach arising out of or relating to this Contract shall not
exceed the total amount payable under the Contract Price paragraph of this Contract. In no event shall
WECC be liable to Contractor for any incidental, indirect, special, consequential, or emotional distress
damages of any kind, including, but not limited to, lost profits, lost income, lost revenue, loss of data,
loss of anticipated business, loss of goodwill, or loss of third-party contracts or other opportunity costs.

Such damages shall not be recoverable even if they were, or should have been, known or foreseeable by
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WECC. The Parties agree that these provisions are an agreed benefit of the bargain and remain in effect

even if any remedy, set forth in the Contract or at law, fails of its essential purpose.

14.Conflict of Interest

Contractor represents and warrants that its entering into this Contract with WECC (i) is not limited by
any other contract or understanding with any third party, (ii) will not result in a breach of any contract
or understanding with any third party, and (ii) does not otherwise create any conflicts of interest for
Contractor. Contractor agrees to notify WECC, in accordance with Section H.4, Notices, whenever
Contractor believes a task assigned to Contractor would put its ability to abide by preexisting
obligations at risk or would otherwise create a conflict of interest. Both Parties retain the right to do
business with third parties in matters that may be competitive with the interests of the other Party to
this Contract. However, such right shall not alter Contractor’s obligation under this section to disclose
to WECC any potential conflicts or Contractor’s obligation to protect all Confidential Information from

disclosure to third parties.

15.Bankruptcy

In the event Contractor enters into proceedings relating to bankruptcy, whether voluntary or
involuntary, Contractor agrees to furnish written notification of the bankruptcy pursuant to Section
H.4, Notices. This notification shall be furnished within five days of the initiation of the proceedings
relating to bankruptcy. This notification shall include the date on which the bankruptcy petition was
tiled and the identity of the court in which the bankruptcy petition was filed.
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Electric Reliability and Security for the West Exhibit D—Travel Reimbursement Policy

WECC will pay or reimburse reasonable business travel expenses for contractors who are authorized in

advance to travel out of their home location to fulfill the requirements of a contract with WECC.

Contractors are expected to exercise good judgment in incurring business-related expenses. All
expenses submitted for reimbursement shall be accompanied by an itemized receipt (credit card
receipts alone are not sufficient). WECC shall not be obligated to pay reimbursement requests that are

not accompanied by an itemized receipt.

If the contract includes fixed per diem rates, the fixed per diem rate specified in Exhibit B of the
contract will be paid as described in the contract with no separate reimbursement for hotel expenses,

meals, or incidental expenses.

WECC will not reimburse contractors for indirect travel expenses, including, but not limited to, travel

time, overhead, etc.

Contractors shall comply with the following practices:

Airline Travel

Airline tickets shall be purchased at the most economical, non-refundable coach fee. If it is likely that an

itinerary will change, it is acceptable to purchase a refundable coach ticket.

Hotels

Contractor shall exercise judgment in obtaining a room at a reasonable rate. Moderate class hotels
generally provide the best value, and their usage is preferred. Items such as massages, mini bar

purchases, rental movies, etc., are personal and will not be reimbursed by WECC.

In Loveland, Colorado; Vancouver, Washington; and Salt Lake City, Utah; WECC has negotiated
special rates with some hotels for WECC travelers. Contractors shall use these hotels and special rates
when reasonable and available or use these rates as a guide when determining reasonable rates for the
location of their travel. Contractor shall submit the original receipt provided by the hotel (a credit card
receipt alone is not sufficient) with the request for reimbursement. Detailed receipts for any charges to

the room shall also be provided.

155 North 400 West | Suite 200 | Salt Lake City, Utah 84103
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Ground Transportation

Contractors must use the most cost-effective mode of transportation, which could be a rental car, a taxi,
or a shuttle. Contractors shall exercise judgment in obtaining rental cars at reasonable rates. When
renting a vehicle, the type and size should be commensurate with the number of people traveling and
local weather conditions. Contractors renting automobiles in fulfillment of their contract obligations to
WECC are responsible for their own insurance. Insurance offered by rental car companies for collision,

liability or other additional coverage is not reimbursable.

Reimbursable items include the actual cost of the car rental, tolls, and gasoline purchases. Gas
purchases should not be prepaid or arranged by the car rental agency.

Meals

Contractors shall use good judgment in selecting reasonably priced restaurants. Detailed receipts
submitted for meals attended by multiple individuals shall include the names and affiliations of all

individuals for whom the reimbursement is claimed.

Expenses for alcoholic beverages are not reimbursable.

Mileage Reimbursement

Contractors will be reimbursed at the standard IRS rate for use of personal automobiles for contract-
related business. Documentation supporting mileage claims (for example, a Google Maps print out of
the route travelled) shall be submitted with the request for reimbursement.

Parking

Fees for parking at airports and other locations when traveling on contract-related business are
reimbursed by WECC. Valet and other premium parking services should be avoided.

Tips

Tips are permitted where reasonable and appropriate.

Travel Items

Items such as magazines, books, snacks, movies, Wi-Fi, and toiletries are personal items and will not be
reimbursed by WECC.
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