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Agenda

• Milestones

• Request for Information

• Risk Areas and Mitigation

• Internal Controls and Reporting

https://www.wecc.org/
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Monitoring Engagement 
Planning and Milestones
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Monitoring Schedule

Scope
Discussion

Planning
Meetings Opening On-site 

Activity
Daily 

Debriefs Closing 90-day
Call

https://www.wecc.org/
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Align Notice Package

• The notice letter identifies important due dates, scope, and all associated 
attachments for engagements, such as

• WECC feedback instruction, for Registered Entities

• Documentation instructions

• Monitoring engagement survey

https://www.wecc.org/
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Working Papers

https://www.wecc.org/
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Secure Evidence Locker

https://www.wecc.org/
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Monitoring Engagement 
Request for Information
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Align Request for Information Tab

• Audit Notice Package (ANP)
• Initial Request for Information (RFI)

• Sampling
• Generated from initial RFI submittal

• Additional RFIs

https://www.wecc.org/
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Request for Information Acknowledgement

• Acknowledge the RFI

• Check the box at the top of 
form

• Perform action at the bottom 
of the form

• Select “None” and click 
“Update”

• Submit RFI indicates all 
information is uploaded to 
SEL

• Only select “Submit” if all 
evidence is uploaded to SEL

https://www.wecc.org/
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Request for Information Extensions

Request an Extension Submit the Request for Extension

• Click the “+” icon to pull up the request for RFI 
extension form

• Enter the requested new due date

• Provide a narrative reason for the extension request

• Click “Update”

https://www.wecc.org/
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Request for Information Sample

https://www.wecc.org/
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Request for Information Workbooks

NERC Website WECC Website

https://www.wecc.org/
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Request for Information Resources

https://www.wecc.org/
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Risk Areas and 
Standards/Requirements 
for Engagement 
Monitoring
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Oversight Planning

Nation-wide
Risks

Western Interconnection 
Risks

Regional
Risks

Entity 
Risks

Inherent Risks + 
Performance History

https://www.wecc.org/
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Risk Types
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Oversight Planning

Risk Types

Physical 
Security

Supply 
Chain

Extreme
Weather

Reliability Security Third-party
Access &
Oversight

Compliance

https://www.wecc.org/
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Risk Mitigation
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Oversight Planning

Risk Mitigation

Good 
Foundation

Quickly 
Discover

Program 
Improvement

OversightInternal 
Controls

Mature 
Program

https://www.wecc.org/
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Internal Controls 
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Internal Controls

What does an internal controls assessment look like 
during monitoring engagements?

https://www.wecc.org/
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Internal Controls

Keep in mind ... internal controls are:

• a core element of managing risk

• can be used to “pro-actively” identify risk and mitigation strategies

Many Standards/Requirements have “built in” controls but often 
additional controls are needed to ensure: 

• timeliness — to meet deadlines

• accuracy — by performing peer checks or reviews

• completeness — to make sure nothing is missed

• evidence documentation

https://www.wecc.org/
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Internal Controls

Expectations for Registered Entities

Evidence of Compliance:
• Provide evidence and narratives 

that demonstrate compliance with the 
Standard and the associated 
requirements in scope

Internal Controls:
• Provide evidence to show 

how your internal controls help to 
mitigate associated risk

• You may receive an Internal Controls 
Data Collection Template (ICDCT) 
prior to the start of an engagement

Expectations for Regional Entities

• Evaluate evidence and narratives to 
determine compliance with the 
Standard and Requirements in scope

• Review internal controls:
• ICDCT response, if applicable
• Interview questions
• Request for information 

• Evaluate the effectiveness of controls 
implemented to mitigate risk 

https://www.wecc.org/
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Internal Controls 

Provide feedback about internal controls
• During interviews

• During debriefs

• Documented In the final closing 
presentation

• Follow up at 90-day post-
monitoring meeting

Internal control feedback will be 
documented as:

• Areas of Concern

• Recommendations

• Positive Observations

• Area of Concern: A situation that, if not 
addressed, could develop into future 
noncompliance or risk to the BPS. 
Ineffective or nonexistent internal controls 
may contribute to an area of concern.

• Recommendations: Suggested 
improvements in the compliance program, 
control-related processes, procedures, or 
tools to enhance the reliability, security, or 
resiliency of the BES. Opportunities for 
process improvements should be shared 
with the Registered Entity.

• Positive Observation: A conclusion reached 
during a monitoring engagement that relates 
favorably with respect to the quality of the 
registered entity’s processes, controls, or 
corporate culture of compliance.

https://www.wecc.org/
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Internal Controls 

• The Purpose Statement in each Standard speaks to an identified risk to the 
BES and is the reason the Standard was written. The associated 
Requirements (as a group) speak to the actions needed to mitigate that risk.

• Internal controls are needed to ensure your efforts to mitigate risk are 
consistently carried out, timely, accurately, and completely.

• Documentation is an important control and is evidence that should be 
provided during monitoring engagements.

https://www.wecc.org/
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Internal Controls

Examples of documentation of internal controls, that serve as good evidence:

• Written processes and procedures that are dated, signed, and have a 
consistent review and revision cycle

• Check lists for complex or seldom used tasks

• Contact lists for entities, agencies and staff needed for coordination and 
notifications. These should have a regular schedule for review and 
updates

• Software solutions for task reminders to ensure deadlines are met, for 
tracking training, to manage assets, for change management — 
software solutions can be more effective than spreadsheets

• Methods to capture and preserve evidence for real-time events, such as 
operator logs, voice recordings, meeting minutes

https://www.wecc.org/
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Post Monitoring - Reports

The Final Report (non-public)

For Audits and Spot Checks, WECC is 
required to provide entities with a 
non-public report that will document 
each Positive Observation, 
Recommendation, and Area of 
Concern.

Entities also have an opportunity to 
provide WECC with 
observation regarding the monitoring 
engagement process, 
via a feedback form or link.

Post-Monitoring 90-day Meeting

WECC will schedule a 90-day post-
monitoring engagement call to review 
and discuss observations, answer 
questions, or request any needed 
outreach.

https://www.wecc.org/
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155 N 400 W, Salt Lake City, UT 84103, USA

https://www.wecc.org/
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