
1



2

Electric Reliability 
& Security for the West

Culture of Reliability

Vice President, Reliability and Security Oversight
Steve Noess

March 18, 2026

Director, Enforcement
Jimmy Cline

Director, Oversight Planning and Analysis
Kim Israelsson

Deb McEndaffer
Director, Entity Monitoring



33

Mission – Long Term Strategy

W E C C ’ S  MIS S IO N

“To effectively and efficiently mitigate risks 
to the reliability and security of the Western 

Interconnection’s 
Bulk Power System.”

The ERO Enterprise is explicitly committed to its 
collective success in achieving its vision of a highly 
reliable and secure North American BPS

https://www.wecc.org/
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Happened since 2007

https://www.wecc.org/
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Obligations and Jurisdictions 

• NERC Rules of Procedure govern all activities:
• Reliability Standard Development process

• CMEP

• Organization registration and certification

• Reliability Assessments and Performance Analysis

• Infrastructure security and situational analysis

• Training and Education

• Long-standing concept of using professional auditing standards as basis for CMEP 
work:
• FERC directed that NERC and Regional Entities (RE) “base their compliance audit 

processes in the U.S. on professional auditing standards recognized in the U.S., such as 
Generally Accepted Accounting Standards, Generally Accepted Government Auditing 
Standards, and standards sanctioned by the Institute of Internal Auditors

https://www.wecc.org/
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Reliability and Culture

https://www.wecc.org/
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Interconnection-wide View of Reliability 

90+ Million 
People Living 
in the Western 

Interconnection

State/
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Policy &

Regulatory
Bodies
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Technical
Subject Matter
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Non-
governmental
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& Interest 
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Electric 
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Organization

“Electricity is an integral part of the fabric of modern life.
WECC strengthens that fabric to preserve and improve 

society’s future.”

https://www.wecc.org/
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Regulatory Priorities

WECC's Risk Management Program

https://www.wecc.org/
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• Strategic
• Risk Priorities
• Culture
• Internal Control Assessments 
• Patterns and Performance
• Compliance Posture

Risk Based Oversight – Intentionally Elevated

https://www.wecc.org/
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Risk-based Approach and Reduction of Risks to BPS

https://www.wecc.org/
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Myths vs. Reality

https://www.wecc.org/
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Not Slowing Down
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https://www.wecc.org/
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Regional Entity Perspective

https://www.wecc.org/
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Trends: Reliance on WECC
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https://www.wecc.org/


1515

Trends: Time to Discover and Mitigate Noncompliance

Months to… Requirement Stronger Entities
(Top 20%)

Average Entities
(Median)

Weaker Entities
(Bottom 20%)

Discover CIP-003 R2 <1 10 36
CIP-010 R1 <1 4 27
FAC-008 R6 16 40 92
PRC-005 R3 4 21 57

Mitigate CIP-003 R2 3 5 11
CIP-010 R1 2 7 12
FAC-008 R6 5 7 15
PRC-005 R3 3 8 15

https://www.wecc.org/
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Internal Compliance Program (ICP)

• An effective ICP—

• Helps prevent and detect noncompliance

• Promotes a culture of reliability

• Programs not one-size-fits-all

• Formal and centralized

• Informal and decentralized

• ICP Self-Assessment

https://www.wecc.org/
https://www.wecc.org/wecc-document/23131
https://www.wecc.org/wecc-document/23131
https://www.wecc.org/wecc-document/23131
https://www.wecc.org/wecc-document/23131
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Conclusions and Takeaways

• CMEP activities and outreach/feedback are tailored to specific entities, entity 
types, or categories of entities based on risk and performance

• Entities should assess risks and ICPs themselves

https://www.wecc.org/
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155 N 400 W, Salt Lake City, UT 84103, USA

https://www.wecc.org/
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