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Module 1 — The Electric Reliability Mission & Culture of Reliability

1.

The Electric Power System as Critical Infrastructure

The Bulk Power System underpins economic stability and public safety, making reliability a
national priority.

Real-World Consequences of Failure

Reliability failures create cascading impacts far beyond a single entity or region.

Section 215 and the Delegated Oversight Model

Congress established a framework where industry and regulators share responsibility for
reliability.

NERC, FERC, and Regional Entities

Oversight is distributed but aligned, with each organization playing a defined role in risk
reduction.

Interdependence of the System

Small entities can create large impacts due to the interconnected nature of the grid.
Compliance Risk vs System Risk

Not all violations carry the same system impact; understanding this distinction is critical.
Culture of Reliability and Professional Expectations

Reliability depends on consistent behaviors, not just technical compliance.

Module 2 — Registration & Functional Responsibility
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Registered Functions Overview (GO, GOP, etc.)

Functions define responsibility within the reliability framework.

Introduction to Oneline Exercise

Give them a simple diagram and symbol introduction to identify who else they are connected to.
Registration Triggers and Obligations

Entities become subject to requirements based on their role in the system.

Shared Responsibility Models

Multiple entities may share accountability for the same obligation.

Third-Party Delegation Boundaries

Delegation does not remove responsibility.

Accountability Retention

The registered entity remains responsible regardless of operational arrangements.
Registration Documentation and Expectations

Clear documentation defines roles and supports compliance from day one.

Module 3 — How Reliability Standards Work & What Applies to You

1.

Standards Development Process - Standards are created through industry collaboration and
technical expertise.
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Balloting and Regulatory Approval - Final standards are approved through structured voting and
FERC oversight.

Standards as Industry Safeguards - Standards exist to protect the system, not to arbitrarily
regulate behavior.

Applicability and Functional Alignment - Standards apply based on the functions an entity
performs.

Requirements vs Measures - Requirements define obligations; measures define how
compliance is demonstrated.

Applying Standards to Your Entity - Entities must identify and assign ownership for applicable
standards.

Module 4 — The Reliability Risk Ecosystem
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The End-to-End Risk Model - Reliability is managed through a connected system of standards,
monitoring, and enforcement.

Standards as Preventive Controls - Standards are designed to prevent reliability failures before
they occur.

Modeling, Data, and Event Analysis - Data validation and disturbance analysis ensure system
accuracy.

Monitoring as Risk Evaluation - CMEP evaluates whether controls and obligations are working
as intended.

Enforcement as a Corrective Mechanism - Enforcement addresses breakdowns and reinforces
expected behavior.

WECC Oversight Approach - Oversight focuses on identifying and reducing real system risk.

Module 5 — Risk Management as an Organizational Obligation
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Inherent vs Residual Risk - Risk exists before and after controls are applied.

Mapping Standards to Risk Scenarios - Each requirement exists to mitigate a specific reliability
risk.

Likelihood and Consequence Thinking - Risk is evaluated based on probability and impact.
Risk Registers and Program Awareness - Mature programs actively track and manage risk.
Leading Indicators of Weakness - Behavior and performance signals often precede failures.

Recurrence as a Risk Signal - Repeated issues indicate systemic weaknesses.

Module 6 — Internal Controls 101 & Third-Party Risk Management
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Internal Controls 101 Foundations - Controls ensure obligations are consistently met.

Types of Controls - Preventive, detective, and corrective controls work together to reduce risk.
Control Objectives vs Procedures - Objectives define outcomes; procedures define execution.
Evidence and Traceability - Strong controls produce clear, verifiable evidence.

Control Testing and Effectiveness - Controls must be validated to ensure they are working.
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Third-Party Risk Exposure - Vendors and partners introduce additional risk.
Oversight and Accountability for Delegated Work - Entities must actively monitor third-party
performance.

Module 7 — Monitoring Experience & Self-Certifications

1.
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Purpose of Monitoring - Monitoring evaluates whether compliance programs are functioning
effectively.

Risk-Based Monitoring Philosophy - Oversight focuses on areas of greatest risk.
Self-Certifications and Data Submittals - Entities provide structured evidence of compliance.
Spot Checks and Audits - Monitoring varies in depth but shares consistent expectations.
Evidence Standards - Strong evidence demonstrates control effectiveness.

Common Deficiencies - Weak documentation and unclear ownership are frequent issues.
What to Expect During Monitoring - Understanding timelines and interactions reduces
uncertainty.

Interviews and Engagement - Clear communication supports effective evaluations.

Module 8 — What To Do If You Discover a Problem
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Stabilizing the Issue - Immediate action focuses on protecting system reliability.

Identifying the Type of Issue - Not all issues require the same response or reporting.

Root Cause Analysis - Understanding why the issue occurred is critical.

Extent of Condition - Determine whether the issue exists elsewhere.

Reliability Impact Evaluation - Assess potential or actual system impact.

Reporting Decisions - Determine appropriate reporting pathways.

Mitigation Planning - Develop actions to resolve and prevent recurrence.

Transparency and Professional Expectations - Clear communication builds trust and credibility.

Module 9 — Enforcement Lifecycle & Outcomes

1.

© Nk N

Overview of the Enforcement Lifecycle - Enforcement follows a structured and predictable
process.

Issue Identification Pathways - Issues can arise from multiple sources.

Self-Report Evaluation - Quality and timeliness influence outcomes.

Risk Assessment in Enforcement - Risk determines how issues are handled.

Aggravating and Mitigating Factors - Behavior and program maturity affect decisions.
Settlement and Resolution - Most issues are resolved through structured agreements.
Role of Internal Controls - Strong programs influence outcomes positively.

Procedural Fairness and Transparency - The system is designed to be consistent and fair.

Module 10 — Capstone Exercise: Standard Compliance Review
(SunbearPower Scenario)
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Scenario Introduction (SunbearPower) - Participants are placed in a realistic compliance review
scenario.
Standards Applicability Review - Identify which requirements apply.
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Evidence Evaluation - Assess whether compliance is demonstrated.

Control Assessment - Evaluate effectiveness of internal controls.

Risk Identification - Identify potential reliability impacts.

Compliance Determination - Decide whether follow-up or reporting is required.
Monitoring and Enforcement Implications - Understand how WECC would evaluate the
scenario.

Group Discussion and Feedback - Compare approaches and reinforce learning.
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