
1

Electric Reliability 
& Security for the West

Reliability Standards: 
Definition, Development, and 

Applicability

Manager, Standards

Donovan Crane

Senior Technical Advisor, Cyber Security

Morgan King



22

What is a Reliability Standard?

Reliability Standard is the term used to describe the mandatory requirements 
that users, owners, and operators of the bulk power system (BPS) must follow 
to ensure the reliable operation of the BPS.

Reliability Standards impose requirements on the users, owners, and 
operators of the bulk power system to ensure that they fulfill their 
responsibilities in reliable grid operations, consistent with the basic 
engineering functions and concepts.

https://www.wecc.org/
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Why Do We Have Mandatory Standards?

“There’s a thin line between civilization and chaos, and that line is 

electricity.”

—Charles Haden Savage

https://www.wecc.org/
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2003 — The Great Northeast Blackout

https://www.wecc.org/
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2003 — The Great Northeast Blackout

• Reliability Standards are the direct result 

of a blackout that occurred on August 14, 
2003, affecting an estimated 50 million 
people and 61,800 MW of electric load 
throughout large portions of eastern 
Canada and the United States. 

• Although utilities successfully restored 
power to most customers within hours, 
some areas in the United States did not 
have power restored for several days. 
Parts of Ontario suffered rolling blackouts 

for up to two weeks before full power was 
restored.

https://www.wecc.org/
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2003 — The Great Northeast Blackout

• The 2003 Northeast Blackout was caused by a 
combination of human error and equipment 
failures. 

• A generating plant near Cleveland, Ohio, tripped 
off-line amid high heat and high electrical demand. 

• The hot day also caused power lines to sag as 
higher currents due to power losses heated the 
lines. 

• A transmission line in northern Ohio sagged into 
overgrown trees and tripped. 

• Three other transmission lines sagged into trees 
and switched off, forcing other power lines to 
shoulder the burden. 

• Normally, the problem would have activated an 
alarm in the control room, but the alarm system 
failed. 

                                                         

https://www.wecc.org/
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2003 — The Great Northeast Blackout

https://www.wecc.org/
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Disturbances — The Change from Voluntary to Mandatory

• Before the current mandatory compliance 

with reliability standards, entities 

voluntarily adhered to "good utility 

practice."

• However, following three significant 

interconnection disturbances, voluntary 

adherence was no longer sufficient.

https://www.wecc.org/
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Energy Policy Act of 2005

• Federal Power Act, Section 

215, calls for mandatory 

enforceable standards.

• FERC certifies an Electric 

Reliability Organization — the ERO 

(NERC).

• NERC may delegate authority to 

Regional Entities; e.g., WECC.

• Industry develops standards, 

approved by FERC.

https://www.wecc.org/
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Energy Policy Act of 2005 — Actual Section

• Title XXII — Electricity

• Subtitle A — Reliability Standards

• ~ Five pages of the 550-page Act

https://www.wecc.org/
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Regional Standards, Variances to NERC Standards, and Criteria

Regional Reliability Standards

Regional Standards apply only in the 

interconnection for which the 

standard is designated. They are 

more stringent than continent-wide 

Standards, including a regional 

difference that addresses a unique 

risk or physical difference to that 

interconnection that the continent-

wide Reliability Standard does not 

address.

https://www.wecc.org/
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Regional Standards, Variances to NERC Standards, and Criteria

FAC-501-WECC
Transmission 
Maintenance

To ensure the Transmission 
Owner of a transmission path 

identified in Attachment B, 
Major WECC Transfer Paths 

in the BES, including 
associated facilities, has a 
Transmission Maintenance 
and Inspection Plan (TMIP); 

and performs and documents 
maintenance and inspection 
activities in accordance with 

the TMIP. 

BAL-001-TRE 

Primary Frequency 

Response in the 

ERCOT Region

To maintain 
interconnection steady-
state frequency within 

defined limits.

https://www.wecc.org/
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Regional Variances to NERC Standards

• Not inconsistent with or less stringent than 

the NERC Reliability Standard

• Necessitated by a physical difference

• An alternative methodology for same reliability 

objective

• Not already a Regional Standard

https://www.wecc.org/


14

Sections of a Standard

• Title: Provides the name and focus of standard.

• Standard Number: Abbreviation-Number-Version-Errata-

Interpretation (i.e., CIP-002-5.1a)

• Purpose: Tells us why the standards was established. 

Gives us the reason that voters decided this was 

important to include in the compliance standard.

• Applicability: What functions must comply with the 

standard? Which Registered Entity functions are assigned 

these reliability requirements.

https://www.wecc.org/


15

Sections of a Standard

• Effective Date: When does the entity need to be 

ready?

• Requirements and Measures — The requirements 

specify who shall do what under what conditions 

and the evidence needed to demonstrate 

compliance.

• Other: Compliance, Regional Variances, 

Interpretations, Associated Documents, Rationale

https://www.wecc.org/
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Sections of a Standard — Compliance

• CEA and CMEP generally boilerplate 

text. Evidence retention 

is critical when implementing a 

compliance-monitoring 

tool (e.g., Compliance Audit).

• Additional Compliance 

Information not used often. In FAC-

003's case, a Periodic 

Data Submittal (PDS), a type of 

compliance monitoring tool, was 

implemented. Why? 2003 blackout!

https://www.wecc.org/
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Sections of a Standard — Regional Variances

• States which Requirements it is 

replacing.

• The WECC Regional Variance for 

PRC-006 allows for Planning 

Coordinators in the WECC footprint 

to participate in a coordinated plan 

and does not require that each has 

its own.

https://www.wecc.org/
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Sections of a Standard — Other

• Interpretations

• Supplemental reference Documents

• Version History

• Tables/Attachments

https://www.wecc.org/
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Who Must Comply?

The NERC ROP Section 300 addresses 
the requirements for developing 

Reliability Standards. Specifically, the 

language states:

“ ER    a     v   p a   ma   a   
Reliability Standards that apply to Bulk 
Power System owners, operators, and 
users and that enable NERC and Regional 
Entities to measure the reliability 
performance of Bulk Power System 
owners, operators, and users; and to hold 
them accountable for Reliable Operation 
 f                S    m .”

https://www.wecc.org/
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NERC Registered Entities

https://www.wecc.org/
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NERC Entity Functions

Electric utility tasks…

• Generate, transmit power, plan, coordinate

Example: 

A company wants to build a new generator. They become a Generator Owner 

(GO).

          a …

Generator 
Operator

(GOP)

Transmissio
n Owner

(TO)

Transmissio
n Operator

(TOP)

Transmissio
n Planner

(TP)

Planning 
Coordinator 

(PC)

Balancing 
Authority

(BA)

https://www.wecc.org/
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NERC Entity Functions

• Balancing Authorities (BA)

• Distribution Providers (DP)

• Generator Operators (GOP)

• Generator Owners (GO)

• Planning Coordinator (PC)

• Transmission Operators (TOP)

• Transmission Owners (TO) 

• Transmission Planner (TP)

• Transmission Service Provider (TSP), 

etc.

https://www.wecc.org/
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NERC Mandatory Standards Subject to Enforcement

Acronym Title # of Standards

BAL Resource and Demand Balancing 9

CIP Critical Infrastructure Protection 13

COM Communications 2

EOP Emergency Preparedness and Operations 7

FAC Facilities Design, Connection, and Maintenance 7

INT Interchange Reliability Operations and Coordination 2

IRO Interconnection Reliability Operations and Coordination 12

MOD Modeling, Data, and Analysis 6

NUC Nuclear 1

PER Personnel Performance, Training, and Qualifications 3

PRC Protection and Control 20

TOP Transmission Operations 6

TPL Transmission Planning 3

VAR Voltage and Reactive 3

https://www.wecc.org/
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Standards O&P and CIP

Operations & Planning Standards

NERC 693 Reliability Standards 
define the reliability requirements 

for operating and planning the 
North American BPS.

Based on FERC Order No. 693, 
issued March 16, 2007

Critical Infrastructure Protection 
(CIP) Standards

NERC 706 Reliability Standards 
define the reliability requirements 

for CIP of the North American 
BPS.

Based on FERC Order No. 706, 
issued January 18, 2008

https://www.wecc.org/
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Performance-based Requirements

Define a specific reliability objective or outcome achieved by one or more 

entities that has a direct, observable effect (i.e., an effect that can be measured 

using power system data or trends) on the reliability of the BPS. A performance-

based requirement has four components: who, under what conditions (if any), 

shall perform what action, to achieve what particular result or outcome. 

Application Measures

• Defined Performance Targets
• Should be observable and measurable on 

the bulk power system.
• The reliable outcome is what is being 

measured.

• Periodic reporting of system data/results 
• System testing/simulation 
• Event-triggered response data/analysis

https://www.wecc.org/
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Performance-based Requirements

Auto

The posted speed limits 
requiring drivers to 

operate vehicles at or 
under what is 

determined to be a safe 
operating speed.

O&P

“Ea     a  m       
Owner shall prevent 

vegetation 
from encroaching within 
the Minimum Vegetation 

Clearance Distance 
(MV  ).”

CIP

“Issue an alarm or alert 
in response to detected 

unauthorized access 
through a physical 
access point into a 
Physical Security 
Perimeter to the 

personnel identified in 
the BES Cyber Security 
Incident response plan 

within 15 minutes of 
detection.”

https://www.wecc.org/
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Risk-based Requirements

Define actions by one or more entities that reduce a stated risk to the reliability of the 

BPS and that can be measured by evaluating a particular product or outcome resulting 

from the required actions. A risk-based reliability requirement should be framed as: 

who, under what conditions (if any), shall perform what action, to achieve what 

particular result or outcome that reduces a stated risk to the reliability of the BPS. 

Application Measures

• Necessary when consequences of failure or 
performance-based measures are too 
costly 

• Based on defined risk strategies and 
objectives 

• Bulk power system performance trends 
• Defined risk targets achieved 
• Performance records, logs, interviews, etc.

https://www.wecc.org/
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Risk-based Requirements

Auto

Automobile safety 
inspections are a risk-
based standard in that 

they ask auto owner 
to annually inspect 

the vehicle to ensure 
they are safe to 

operate. 

O&P

“Ea     a  m       
Owner shall perform a 
Vegetation Inspection 

of all applicable 
transmission lines at 

least once per 
 a    a    a .”

CIP

“At least once every 
35 calendar days, 
evaluate security 

patches for 
applicability that have 
been released since 
the last evaluation 
from the source or 

sources identified in 
 a   2.1.”

https://www.wecc.org/
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Capability-based Requirements

Define capabilities needed by one or more entities to perform reliability 
functions and that can be measured by demonstrating the capability exists as 
required. A capability-based reliability requirement should be framed as: who, 
under what conditions (if any), shall have what capability, to achieve what 
particular result or outcome to perform an action to achieve a result or 
outcome or to reduce a risk to the reliability of the BPS. 

Application Measures

• Tools and training 
• Communications and analysis equipment
• Backup facilities

• Observe/test functionality
• Certifications, qualifications
• Records, logs, etc.

https://www.wecc.org/
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Capability-based Requirements

Auto

   v   ’          a   a 
form of a capability-
based requirement 
because the auto 

operator must 
demonstrate the 

knowledge needed to 
safely operate an auto. 

O&P

“Ea     a  m       
Owner shall document 

the procedures, 
processes, or 

specifications it uses 
to prevent the 

encroachment of 
vegetation into the 

MV  .”

CIP

“R q       mp        f 
the training specified in 

Part 2.1 prior to 
granting authorized 

electronic access and 
authorized unescorted 

physical access to 
applicable Cyber 

Assets, except during 
CIP Exceptional 
     m  a    .”

https://www.wecc.org/
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Reading Requirements vs. Measures

Requirement Measure

Calls for document Require the responsible entity to provide that 
document 

Calls for document having timing-related 
a p          a  “       ”    “ p a   ” 

Evidence must include references to dates 

Is to verify something Include the criteria for verification and the 
evidence to support that the verification was 

conducted 

Is for verification to be executed on some 
periodic basis 

Evidence must include references to dates 

Is to take an action Include evidence that the action was performed 

Is for action under specified conditions or 
with some specified frequency 

Include evidence of the conditions under which the 
action was performed or a reference to the times 
when action took place, to support the frequency

https://www.wecc.org/
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Reading Requirements vs. Measures

Requirement Language
(Performance-based)

Measure Language

https://www.wecc.org/
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Differences Between a Requirement and a Measure

R   a       S a  a    g v      “W a ” 

a       “W   ”             xp        

    a       “H  ”

• Mandatory

• Enforceable

Requirement

• Example

• How might compliance be 
shown?

Measure

https://www.wecc.org/
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NERC Process Steps

STEP 1:  Standard 
Authorization Request 
Submitted 

•Standards Committee Accepts SAR, 
Authorizes Posting, Authorizes 
Solicitation of Nominees for a Drafting 
Team 

STEP 2:  Post SAR for 30-day 
Informal or Formal Comment 

Period 

STEP 3:  Standards Committee 
Appoints Drafting Team, Team 

Responds to Comments (as 
required) 

STEP 4:  Standards Committee 
Authorizes Standards Drafting 

STEP 5:  Develop Draft of 
Standard, Implementation Plan 
and VRFs and VSLs 

• If needed, conduct Field Test of 
Requirements 

•Conduct Quality Review 

•Collect Informal Feedback 

STEP 6:  Obtain Standards 
Committee Approval to Post 

for Formal Comment and 
Ballot 

STEP 7:  Formal 45-day 
Comment Period and Ballot 

• Form Ballot Pool During First 30 days of 
45-day Comment Period 

•Conduct Ballot During Last 10 Days of 
Comment Period 

STEP 8:  Post Response to 
Comments 

STEP 9:  Conduct 10-day Final 
Ballot Alternative: Conclude 

the Standards Action, if criteria 
are met 

STEP 10:  Submit Reliability 
Standard and Implementation 

Plan to BOT for Adoption 

STEP 11:  Submit all BOT-
approved documents to 

Applicable Governmental 
Authorities for approval

https://www.wecc.org/
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WECC Process Steps

1 – Submit and validate a standard authorization request

2 – Complete SAR and present to the WSC

3 – WSC solicits and seats drafting team members

4 – Convene the drafting team

5 – Drafting phase

6 – Post for comment

7 – Respond to comments

8 – Submit proposed draft to the WSC with a request for ballot

9 – Convene a Standards briefing

10 – Form the ballot pool and ballot the Standard 

11 – WSC approves and forwards to the board

12 – Obtain board approval

https://www.wecc.org/
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Steps 1 and 2 — SAR

Any person or entity may submit a SAR.

The SAR identifies the need, scope, affected parties, and requirements of the 
proposed project.

The Standards Committee reviews the SAR for completeness 
and scope.

Once deemed complete and within WECC’s/NERC’s authority, 
the SAR is presented to the Standards Committee for 
disposition.

https://www.wecc.org/
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Steps 1 and 2 — SAR

• Contain a description of the requested action

• Define purpose, scope, affected parties, and any other relevant 
information

• M              WE  ’ / ER ’     p 

To be accepted by the Standards Committee, the SAR 
must:

https://www.wecc.org/
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Steps 3–8 — Drafting Team

• Notice sent to the public via email 

distribution list, WECC Weekly, and 

other outreach events

◦ Drafting team nominees are 

volunteers and SMEs

◦ Looking for 5–12 volunteers

• WECC vets the nominees and puts 

a recommended slate together

• Standards Committee approves 

the drafting team

https://www.wecc.org/
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What is the Role of the Drafting Team?

What do WECC staff and the WSC do?

WSC guides and oversees the Standards Development 
Process

WECC staff guides drafting teams and ensures adherence 
to process, procedures, and best practices

What does the drafting team do?

Drafts proposed language for the Reliability Standards, 
definitions, Variances, and/or Interpretations and 

associated implementation plans. 

Develops and refines technical documents that aid in the 
understanding of Reliability Standards. 

Solicits, considers, and responds to comments related to 
the specific Reliability Standards development project. 

Participates in industry forums to help build consensus on 
the draft Reliability Standards, definitions, Variances, 

and/or Interpretations and associated implementation 
plans.

https://www.wecc.org/
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What is the Role of the Drafting Team?

What does WECC staff and the WSC NOT 
DO?

Write the Standards

Approve the Standards

What does the drafting team 

NOT DO?

Approve the Standards

https://www.wecc.org/
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Who Can be Part of a Drafting Team?

From the Standards Process 
Manual at NERC:

Each drafting team 
may consist of a 

group of technical, 
legal, and 

compliance experts 
that work 

cooperatively with 
the support of the 
Standards staff.

The technical 
experts provide the 

subject matter 
expertise and guide 
the development of 

the technical aspects 
of the Reliability 

Standard, assisted 
by technical writers, 

legal and compliance 
experts. 

The technical 
experts maintain 
authority over the 

technical details of 
the Reliability 

Standard. 

https://www.wecc.org/
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What are the Roles of DT Members?

•    a             a  ’  p  ma      p                a      p a          a    ,          a   
need not be a SME in the field associated with the SAR. (Usually they are, though)

• Helps to build consensus 

• Keeps team moving forward in the right direction

The Chair

• Draft the proposed language

• Vote on sending drafts out for comment

• Respond and incorporate comments

• Help with outreach

• Vote to send completed drafts to WSC for ballot

Team Members

https://www.wecc.org/
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Who Can Attend DT Meetings and Participate?

• Anyone and everyone

• The meetings must be 

publicly noticed and 

accessible

 

https://www.wecc.org/
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Balloting and Voting Process

• NERC Standards Balloting and Voting Process

◦ All NERC Standards and Variances developed through the NERC ROP and SPM

◦ Comment/ballot are together

◦ Anyone Interested Can Comment

◦ Members of the NERC Registered Ballot Body that join the associated Ballot Pool

◦ Final ballots – When/Why

• WECC Standards Balloting and Voting Process

◦ All Regional Standards, Variances to NERC Standards, and Regional Criteria developed using the WECC 
RSDP Process

◦ Comment periods 

◦ Ballot periods

◦ Anyone Interested Can Comment

◦ Members of the WECC Registered Ballot Body that join the associated Ballot Pool

◦ What goes to NERC/FERC and What goes just to the WECC board?

https://www.wecc.org/
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Who Can Comment and Vote?

• Who Can Comment on Standards 
During the Process?

◦ Everyone

◦ “  mm                f  m ma     
submitted on a draft Reliability 
Standard by any interested stakeholder, 
including NERC Staff, FERC Staff, and 
other interested governmental 
authorities. If stakeholders disagree 
with some aspect of the proposed set 
of products, comments provided should 
explain the reasons for such 
disagreement and, where possible, 
suggest specific language that would 
make the product acceptable to the 
  a        .”

• Who Can Vote in a Ballot?

◦ All members of the Registered Ballot 
Body are eligible to join each ballot pool 
to vote on a new or revised Reliability 
Standard and its implementation plan.

https://www.wecc.org/


46

Balloting the Standard

• Once the drafting team believes no additional 
revisions are necessary, it seeks approval 
from the Standards Committee to ballot the 
Standard.

• A ballot pool is formed from members of 
the ballot body.

o The WECC ballot body is made up of 
entities who have registered with WECC to 
vote on WECC Standards and Criteria 
and who have been vetted by WECC 
as eligible.

o The ballot pool is stakeholders from the 
ballot body interested or affected by the 
proposed Standard or Criterion.

▪ Each ballot pool is formed individually.

https://www.wecc.org/
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Balloting the Standard

• If a standard or criterion passes 
the ballot, the WSC sends it to the 
board and it will be presented to 
the WECC board for approval at its 
next meeting

◦ The ballot results and supporting 
documents are provided.

• If the board approves a Regional 
Criterion, it will become effective in 
accordance with the associated 
implementation plan.

• If the WECC board approves a 
WECC Regional Reliability 
Standard or a WECC variance to 
a NERC Reliability Standard, it is 
filed with NERC for NERC board 
adoption.

https://www.wecc.org/
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NERC and WECC Process Differences

• NERC

◦ Requires team to be formed and 

solicit/respond to comments on SAR

◦ Comment and ballots are tied together

◦ Drafting teams must seek authorization 

for posting

◦ Comment periods are 45 days, with the 

ballot opening the last 10 days

◦ If draft passes a ballot, it must go out 

for a final ballot*

• WECC

◦ SAR does not go out for industry 

comment once accepted by WSC

◦ Postings for comment are independent 

of balloting and a minimum of 30 days

◦ DT does not need authorization to post 

for comment

◦ WSC must authorize a project to be 

balloted

▪ Ballots are a minimum of 14 days

◦ If draft passes ballot, it is taken to WSC 

for acceptance and forwarding to the 

board

https://www.wecc.org/
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FERC Approval Process

If the NERC board adopts the document, NERC prepares a joint filing from 
NERC and WECC to FERC for consideration.

FERC may approve, approve AND direct further action, 
or remand the document.

If FERC approves the Standard, it becomes effective as outlined in 
the implementation plan.

Once effective, it becomes mandatorily enforceable with potential monetary 
sanctions for noncompliance.

https://www.wecc.org/
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https://www.wecc.org/program-areas/strategic-engagement
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155 N 400 W, Salt Lake City, UT 84103, USA

https://www.wecc.org/
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