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Session Objectives 

• NERC Failure Mode Mechanism Working Group (FMM, FMMWG)

• Introduce Failure Mode Mechanisms / Failure Mode Analysis  

• Applications: FMM Analysis Featuring Cold Weather Subset to Extreme Weather

• Failure Mode Mechanism Resources Available to Registered Entities 

• Questions and Answers   

Presenters wish to thank and acknowledge Mr. Richard Hackman for offering his extensive experience and expertise 
in the preparation of today’s material. Regrettably,  Mr. Hackman was unable to join us today. 

https://www.wecc.org/
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NERC Failure Modes and Mechanisms Working Group   

• Result of 2013 NERC AC Equipment Task Force 

     “Analyze common BES equipment to determine failure modes and mechanisms (FMM) trends and 

patterns, and improve BES reliability by providing information useful for reducing equipment failures.”    

Reference to the NERC FMMWG

https://www.wecc.org/
https://www.nerc.com/comm/RSTC/FMMTF/FMMWG%20Scope.pdf
https://www.nerc.com/comm/RSTC/FMMTF/FMMWG%20Scope.pdf
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Pacific

Gas and

Electric

Southern

Company

Bonneville

Power

Administration

Western

Area Power

Administration

Milwaukee

School of

Engineering

National Renewable

Energy Laboratory

Equipment Status
Generic Bushing Release Rev 
Oil-Filled Power Transformer Release Rev 
Wire Wound Electromagnetic Potential Transformer Release Rev 
Coupling Capacitor Voltage Transformer Release Rev 
Optical Voltage Transformer Release Rev 
Wire Wound Electromagnetic Current Transformer Release Rev 
Optical Current Transformer Release Rev
SF6 Breaker Release Rev
Air Blast Breaker Release Rev
Oil Breaker Release Rev
Switch Release Rev
Oil-Filled Reactor (Inductor) Release Rev
Capacitor Bank Release Rev
Surge Arrester Release Rev
Electromagnetic Relay Release Rev
Static Relays Release Rev
Microprocessor Relay Release Rev
Power Line Carrier 
String Inverters (Solar Applications) Release Rev
Large Inverters (HVDC Applications)
Substation Batteries (Lead Acid)
Substation Battery Chargers
Uninterruptible Power Supplies
Generic Gas Units Cold Weather FMMs
Wind Generators Cold Weather FMMs 

Registered entities 
may request any of 

the 18 Released 
Diagrams, as needed, 

from the Event 
Analysis groups of 
their ERO Region

NERC Failure Modes and Mechanisms Working Group 

https://www.wecc.org/
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Failure Modes  

Failure Mechanisms 
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Slido Poll: 

Failure Mode Analysis 

                vs. 

 Root Cause Analysis 
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What differences come to mind when 
we talk about Failure Mode Analysis 
versus Root Cause Analysis?

The Slido app must be installed on every computer you’re presenting from

https://www.slido.com/powerpoint-polling?utm_source=powerpoint&utm_medium=placeholder-slide
https://www.slido.com/support/ppi/how-to-change-the-design
https://www.slido.com/support/ppi/how-to-change-the-design
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Failure Mode (Effects) Analysis vs. Root Cause Analysis

Failure Mode Analysis 

• Process-based, methodical, rigorous

• Proactive, Preventive   

• Forward looking, Systems-based, Systems’ perspective

• Identify and rank failure modes, often multiples of them 

• Essential where catastrophic failure(s) can render extreme 
consequences (loss of life, loss of plant, etc.)   

• Often requires broad-based perspective of what could go wrong, 
and in what sequence(s) and combinations

• Useful in prioritizing, registering Risks f{RPNs, Registers}

• Can be time consuming and require extensive expertise

• Reusable, particularly in equipment/systems. Up-front work need 
not be repeated if multiple events (effort-per-event economy)

• May use Lessons Learned from RCAs of events or failures to 
improve preventive postures

• Can help prevent regulatory lapses from occurring

• Reduce the probability of “Failure scheduling you”

• Process-based, methodical, rigorous

• Reactive, after impact (events, realized risks, failures)

• Event-specific analysis

• The “Failure scheduled{s} you!” 

• Backward-looking, e.g., 5x (or more) “Whys” 

• Useful to tailor Mitigation Development 
(Remediating activities, prevention activities) 

• Precision-based yet may not expose hidden, unrealized risks or 
other modes of potential failure or impact outside the “why” or 
“Swiss Cheese Model” 

• Failure mode mechanisms identification does occur, but at risk of 
becoming piecemeal, and can be repeated over and over 

• Lessons Learned (LLs) 

• Can help justify the need for broader FMA/FMEA campaigns

 

Root Cause Analysis 

https://www.wecc.org/
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Failure Modes

After-the-fact analysis: Sayano-Sheshenskaya (Russia) Unit 2 failure, circa 2009.  
Source: YouTube / Engineering Documentaries 

https://www.wecc.org/
https://www.youtube.com/watch?v=OjMtbkFF3RM
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Failure Modes and Mechanisms

• Failure Modes are what gets your attention

• Failure Mechanisms are how the equipment gets going on the path to 

a failure

• Equipment Failures have logical cause-and-effect relationships 

behind them. 

• Physical Evidence Examination and Root Cause Analysis can reveal 

what Failure Mechanisms were involved.

• Aging is not a cause. It is a term for slow-moving Failure 

Mechanisms. 

• Failure Mechanisms are detectable. Many can be stopped or at least 

slowed down so they can be corrected before causing a failure. 
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Failed Equipment Type

Failure Mode 1 Failure Mode 2 Failure Mode 3

Failure 
Mechanism 1

Failure 
Mechanism 1

Failure 
Mechanism 1

Failure 
Mechanism 2

Failure 
Mechanism 2

Failure 
Mechanism 2

Failure 
Mechanism 3

How this 
develops

How this 
develops

More detail, notes, 
cures, salves...

More detail, notes, 
cures, salves...

And 
then...

And 
then...

How this 
develops

How this 
develops

OrOr

ThisThis ThatThat

++

A required 
condition

A required 
condition

Another 
required 
condition

Another 
required 
condition

1

1

LL20180101

FMMWG: Generic Failure Mode Mechanisms Diagram  

https://www.wecc.org/
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Detailed FMM Diagram:  SF6 Breaker

https://www.wecc.org/
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FMMWG/SF6/Cold Weather Mechanism

Snow/ice with other factors 

https://www.wecc.org/
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Example with Cold Wx Failure Mechanism

•   Cold Wx Augments SF6 Breaker Actuation Risks    

https://www.wecc.org/
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Failure Mode Mechanisms—Wind Generators and Cold Wx (Draft)

Contactors not rated for 

low temperatures

Not using coldest 

potential weather design 

package

Inverter lower 

temperature limit 

reached

Blade Deice / Ice Removal 

System Lack or Failure

UPS Battery Cold Limit 

Exceeded

Heat Trace Failure

Other

See NERC Reliability Guideline: Generating 

Unit Winter Weather Readiness

Nothing to synch to

Unable to Return 
to Service from 

Prior Outage

Not ready to return 
from prior repair /

maintenance outage

Failed 
reconnect 
attempt

Equipment 
Failures

Inadequate 
supporting 

power 
available.

3

Control Signal  
Failure

4 1

Inadequate 
Wind

2

Not ready to return 
from prior standby /

mothball outage

See NERC LL20170701 

Loss of Wind Turbines due to Transient Voltage 

Disturbances on the Bulk Transmission System

Control Failure

Remote Control
Failure

Local Control
Failure

4

Control Center 
Equipment 

Failures

Communications 
Signal Interrupted

 Receiver (Unit 
Side) Failure

Control Center 
Power Loss

Control Power 
Loss

Control 
Equipment 

Failures

Physical Fiber / 
Signal Line Failure

EMI / RFI

Communications 
Provider (Vendor / 
Contractor) Failure

Communications 
Supporting 

Equipment Failure

Failures not related 
to electrical power 

or weather

OR

3 Weather Related 
Failure

Failures not related 
to weather

OR

Weather Related 
Failure

Failures not related 
to electrical power 

or weather

OR

3 Weather Related 
Failure

Cyber Attack

Inadequate Wind

2

See NERC LL20120901

Wind Farm Winter Storm Issues

Unit Equipment 
Failure

Equipment 
Failures other 
than weather 

related

Inadequate 
Protection 

from Weather

Weather Severity and 
Duration Capable 

Causing Failure

+

1

See NERC Reliability Guideline: 

Inverter-Based Resource 

Performance Guideline

Backup Power 
source failed

No provision 
for backup 

power

Grid Power 
Connection 
Removed

OR

OR

3

Load Shed 
Operations

Transmission 
Equipment 

Failure

Electric Power 
Issue

Grid Frequency 
or Voltage Out 

of Band

Wind Generator Failures 
During Cold Weather

5

5

5

Weather 
Protection 

Failed

Failure to 
Inspect/Test/

Maintain 
Weatherization

Flaw in Design

Supporting 
System Failed

Failures not related 
to electrical power 

or weather

OR

3 Weather Related 
Failure

See NERC LL20200601 Unanticipated 

Wind Generation Cutoffs during a Cold 

Weather Event

Conditions 
Beyond Design 

Basis

OEM s Low 
Temperature 
Auto-Cutoff 

Exceeded

Lubricant Low 
Temperature 

Limit Exceeded

Ice / Snow 
Load induced 
Mechanical 

Failure

Vents / 
Louvers /
Radiators 

Overwhelmed/
blocked / stuck 
by snow / ice

Ice / Snow 
freeze moving 
parts in place 

or cause 
imballance.

Failure to 
Weatherize

Assumed Risk

Unable to 
Anticipate 
Conditions

The Primary Failure Mode for 
Feb 2021 Wind Generation 

Loss

The Primary Failure Mode for 
Feb 2021 Wind Generation 

Loss

The Primary Failure Mode for 
Feb 2021 Wind Generation 

Loss

Blade Icing

The Most Common 
Failure Seen in Feb 2021 

Wind Generation Loss

The Most Common 
Failure Seen in Feb 2021 

Wind Generation Loss

The Most Common 
Failure Seen in Feb 2021 

Wind Generation Loss

Weather 
Related 

Equipment 
Failures

See NERC LL20220701 

Forecasted High Winds

Wind Loading 
Exceeded (past 

feathering 
capabiliity)

5

Larger inverters may be 

liquid cooled, smaller 

inverters, air cooled.

Liquid Cooling 
for Inverter 

Frozen

6

Electronics 
Overheat & 

Shutdown or Fail

Conductor, 
Cable, or Fiber 

Material 
Failure due to 
Wind, Snow or 

Ice Loading Ventilation Blocked 
by Snow/Ice

Supporting 
Structure or 
Attachment 

Failure due to 
Wind, Snow or  

Ice Loading

5

OR

Hydraulic Control Fluid 
Low Temperature Limit 

Exceeded 

Weather Protection 
Failed or Missing

6

Inverter 
Failures

6
New Failure 

Mechanism from 
Dec 2022 Cold Event

New Failure 
Mechanism from 

Dec 2022 Cold Event

New Failure 
Mechanism from 

Dec 2022 Cold Event

7

7

Unable to 
Physically Access 

WTG

Ice / Snow on roads, trees 

down, lines down, etc.

+

New Failure 
Mechanism from 

Dec 2022 Cold Event

New Failure 
Mechanism from 

Dec 2022 Cold Event

New Failure 
Mechanism from 

Dec 2022 Cold Event

https://www.wecc.org/
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Failure Mode Mechanisms—Wind Generator  Wx FMMs (1)

Not using coldest 

potential weather design 

package

Inverter lower 

temperature limit 

reached

Blade Deice / Ice Removal 

System Lack or Failure

UPS Battery Cold Limit 

Exceeded

Heat Trace Failure

See NERC LL20120901

Wind Farm Winter Storm Issues

Unit Equipment 
Failure

Equipment 
Failures other 
than weather 

related

Inadequate 
Protection 

from Weather

Weather Severity and 
Duration Capable 

Causing Failure

+

1

Weather 
Protection 

Failed

Failure to 
Inspect/Test/

Maintain 
Weatherization

Flaw in Design

Supporting 
System Failed

Failures not related 
to electrical power 

or weather

OR

3 Weather Related 
Failure

See NERC LL20200601 Unanticipated 

Wind Generation Cutoffs during a Cold 

Weather Event

Conditions 
Beyond Design 

Basis

OEM s Low 
Temperature 
Auto-Cutoff 

Exceeded

Lubricant Low 
Temperature 

Limit Exceeded

Ice / Snow 
Load induced 
Mechanical 

Failure

Vents / 
Louvers /
Radiators 

Overwhelmed/
blocked / stuck 
by snow / ice

Ice / Snow 
freeze moving 
parts in place 

or cause 
imballance.

Failure to 
Weatherize

Assumed Risk

Unable to 
Anticipate 
Conditions

The Primary Failure Mode for 
Feb 2021 Wind Generation 

Loss

The Primary Failure Mode for 
Feb 2021 Wind Generation 

Loss

The Primary Failure Mode for 
Feb 2021 Wind Generation 

Loss

Blade Icing

The Most Common 
Failure Seen in Feb 2021 

Wind Generation Loss

The Most Common 
Failure Seen in Feb 2021 

Wind Generation Loss

The Most Common 
Failure Seen in Feb 2021 

Wind Generation Loss

Weather 
Related 

Equipment 
Failures

See NERC LL20220701 

Forecasted High Winds

Wind Loading 
Exceeded (past 

feathering 
capabiliity)

6

7

https://www.wecc.org/
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Failure Mode Mechanisms—Wind Generator  Wx FMMs (1)

Not using coldest 

potential weather design 

package

Inverter lower 

temperature limit 

reached

Blade Deice / Ice Removal 

System Lack or Failure

UPS Battery Cold Limit 

Exceeded

Heat Trace Failure

See NERC LL20120901

Wind Farm Winter Storm Issues

Unit Equipment 
Failure

Equipment 
Failures other 
than weather 

related

Inadequate 
Protection 

from Weather

Weather Severity and 
Duration Capable 

Causing Failure

+

1

Weather 
Protection 

Failed

Failure to 
Inspect/Test/

Maintain 
Weatherization

Flaw in Design

Supporting 
System Failed

Failures not related 
to electrical power 

or weather

OR

3 Weather Related 
Failure

See NERC LL20200601 Unanticipated 

Wind Generation Cutoffs during a Cold 

Weather Event

Conditions 
Beyond Design 

Basis

OEM s Low 
Temperature 
Auto-Cutoff 

Exceeded

Lubricant Low 
Temperature 

Limit Exceeded

Ice / Snow 
Load induced 
Mechanical 

Failure

Vents / 
Louvers /
Radiators 

Overwhelmed/
blocked / stuck 
by snow / ice

Ice / Snow 
freeze moving 
parts in place 

or cause 
imballance.

Failure to 
Weatherize

Assumed Risk

Unable to 
Anticipate 
Conditions

The Primary Failure Mode for 
Feb 2021 Wind Generation 

Loss

The Primary Failure Mode for 
Feb 2021 Wind Generation 

Loss

The Primary Failure Mode for 
Feb 2021 Wind Generation 

Loss

Blade Icing

The Most Common 
Failure Seen in Feb 2021 

Wind Generation Loss

The Most Common 
Failure Seen in Feb 2021 

Wind Generation Loss

The Most Common 
Failure Seen in Feb 2021 

Wind Generation Loss

Weather 
Related 

Equipment 
Failures

See NERC LL20220701 

Forecasted High Winds

Wind Loading 
Exceeded (past 

feathering 
capabiliity)

6

7

https://www.wecc.org/
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Contactors not rated for 

low temperatures

See NERC LL20170701 

Loss of Wind Turbines due to Transient Voltage 

Disturbances on the Bulk Transmission System

See NERC Reliability Guideline: 

Inverter-Based Resource 

Performance Guideline

Backup Power 
source failed

No provision 
for backup 

power

Grid Power 
Connection 
Removed

OR

OR

3

Load Shed 
Operations

Transmission 
Equipment 

Failure

Electric Power 
Issue

Grid Frequency 
or Voltage Out 

of Band

5

Larger inverters may be 

liquid cooled, smaller 

inverters, air cooled.

Liquid Cooling 
for Inverter 

Frozen

Inverter 
Failures

6

+

New Failure 
Mechanism from 

Dec 2022 Cold Event

New Failure 
Mechanism from 

Dec 2022 Cold Event

New Failure 
Mechanism from 

Dec 2022 Cold Event

Failure Mode Mechanisms—Wind Generator with Wx FMMs (3,5)

Contactors not rated for 

low temperatures

See NERC LL20170701 

Loss of Wind Turbines due to Transient Voltage 

Disturbances on the Bulk Transmission System

See NERC Reliability Guideline: 

Inverter-Based Resource 

Performance Guideline

Backup Power 
source failed

No provision 
for backup 

power

Grid Power 
Connection 
Removed

OR

OR

3

Load Shed 
Operations

Transmission 
Equipment 

Failure

Electric Power 
Issue

Grid Frequency 
or Voltage Out 

of Band

5

Larger inverters may be 

liquid cooled, smaller 

inverters, air cooled.

Liquid Cooling 
for Inverter 

Frozen

Inverter 
Failures

6

+

New Failure 
Mechanism from 

Dec 2022 Cold Event

New Failure 
Mechanism from 

Dec 2022 Cold Event

New Failure 
Mechanism from 

Dec 2022 Cold Event

https://www.wecc.org/
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Failure Mode Mechanisms—Wind Generator with Wx FMMs (4)

Control Failure

Remote Control
Failure

Local Control
Failure

4

Control Center 
Equipment 

Failures

Communications 
Signal Interrupted

 Receiver (Unit 
Side) Failure

Control Center 
Power Loss

Control Power 
Loss

Control 
Equipment 

Failures

Physical Fiber / 
Signal Line Failure

EMI / RFI

Communications 
Provider (Vendor / 
Contractor) Failure

Communications 
Supporting 

Equipment Failure

Failures not related 
to electrical power 

or weather

OR

3 Weather Related 
Failure

Failures not related 
to weather

OR

Weather Related 
Failure

Failures not related 
to electrical power 

or weather

OR

3 Weather Related 
Failure

Cyber Attack

5

5

5

7

Control Failure

Remote Control
Failure

Local Control
Failure

4

Control Center 
Equipment 

Failures

Communications 
Signal Interrupted

 Receiver (Unit 
Side) Failure

Control Center 
Power Loss

Control Power 
Loss

Control 
Equipment 

Failures

Physical Fiber / 
Signal Line Failure

EMI / RFI

Communications 
Provider (Vendor / 
Contractor) Failure

Communications 
Supporting 

Equipment Failure

Failures not related 
to electrical power 

or weather

OR

3 Weather Related 
Failure

Failures not related 
to weather

OR

Weather Related 
Failure

Failures not related 
to electrical power 

or weather

OR

3 Weather Related 
Failure

Cyber Attack

5

5

5

7

https://www.wecc.org/
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Failure Mode Mechanisms—Wind Generator with Wx FMMs (5,6)

Electronics 
Overheat & 

Shutdown or Fail

Conductor, 
Cable, or Fiber 

Material 
Failure due to 
Wind, Snow or 

Ice Loading Ventilation Blocked 
by Snow/Ice

Supporting 
Structure or 
Attachment 

Failure due to 
Wind, Snow or  

Ice Loading

5

OR

Hydraulic Control Fluid 
Low Temperature Limit 

Exceeded 

Weather Protection 
Failed or Missing

6

New Failure 
Mechanism from 

Dec 2022 Cold Event

New Failure 
Mechanism from 

Dec 2022 Cold Event

New Failure 
Mechanism from 

Dec 2022 Cold Event

aka “Winter Storm Elliott”

Control Failure

Remote Control
Failure

Local Control
Failure

4

Control Center 
Equipment 

Failures

Communications 
Signal Interrupted

 Receiver (Unit 
Side) Failure

Control Center 
Power Loss

Control Power 
Loss

Control 
Equipment 

Failures

Physical Fiber / 
Signal Line Failure

EMI / RFI

Communications 
Provider (Vendor / 
Contractor) Failure

Communications 
Supporting 

Equipment Failure

Failures not related 
to electrical power 

or weather

OR

3 Weather Related 
Failure

Failures not related 
to weather

OR

Weather Related 
Failure

Failures not related 
to electrical power 

or weather

OR

3 Weather Related 
Failure

Cyber Attack

5

5

5

7

https://www.wecc.org/
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Failure Mode Mechanisms

Combustion Turbine 

Inlet Icing Example 
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Failure Mode Mechanisms Gas Generation loss from Cold Wx 

Source: (NERC) November 2021 Presentation on February 2021 Cold Weather Outages

https://www.wecc.org/
https://www.nerc.com/pa/Stand/Project202107ExtremeColdWeatherDL/FERC%20Presentation-Phase%202.pdf
https://www.nerc.com/pa/Stand/Project202107ExtremeColdWeatherDL/FERC%20Presentation-Phase%202.pdf
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Failure Mode Mechanisms—Generic Failure Mode Model  

Frozen Valves
Inlet Air System Plugged with 

Snow / Frozen Louvers

See NERC Reliability Guideline: Gas and 

Electrical Operational Coordination 

Considerations

4

Control Air line frozen / 

plugged

Generic Gas Unit Fails to Generate 
During Cold Weather

Equipment 
Critical to Unit 

Operation 
Freezing / Failure

Lack of Fuel
Electric Power 

Issue
Control Failure Other

Equipment 
Failures other 
than weather 

related

Gas line 
pressure too 

low

Gas Well 
Head 

Freeze Offs

Gas pipeline 
compressors 

fail

Lack of 
Protection 

from Weather

Compressor 
Equipment 

Failures other 
than weather 

related

Backup 
Power 
source 
failed

No 
provision 

for 
backup 
power

Weather 
Related 

Compressor 
Equipment 

Failure

Conditions 
Beyond Design 

Basis

Weather 
Protection 

Failed

Failure to 
Weatherize

Assumed Risk

Unable to 
Anticipate 
Conditions

Failure to 
Inspect/Test/

Maintain 
Weatherization

Flaw in Design

Supporting 
System Failed

Grid Power 
Removed

+

OR

Gas Shutoff to 
Generator

Gas System 
Demand Exceeds 

Capacity

Weather Severity and 
Duration Capable 

Causing Failure

+

Lack of 
Protection 

from Weather

Conditions 
Beyond Design 

Basis

Weather 
Protection 

Failed

Failure to 
Weatherize

Assumed Risk

Unable to 
Anticipate 
Conditions

Failure to 
Inspect/Test/

Maintain 
Weatherization

Flaw in Design
Supporting 

System Failed

Weather Severity and 
Duration Capable 

Causing Failure

+

Unable to Return 
to Service from 

Prior Outage

Not ready to return from 
prior maintenance/

repair outage

Failed restart 
attempt

Equipment Failed 
upon restart 

attempt

Not a Blackstart 
Unit and 

inadequate 
supporting power 

available.

Blackstart Capable 
Unit but could not 

be started.

3

3 3

OR

Grid Frequency 
or Voltage Out 

of Band

Start Signal 
(Control) Failure

Remote Control
Failure

Internal Plant 
Control
Failure

4

4

3

Load Shed 
Operations

Transmission 
Equipment 

Failure

1

1

Control Center 
Equipment 

Failures

Communications 
Signal Interrupted

 Receiver (Unit 
Side) Failure

Control Center 
Power Loss

Control Power 
Loss

Control 
Equipment 

Failures

Physical Fiber / 
Signal Line Failure

EMI / RFI

Communications 
Provider (Vendor / 
Contractor) Failure

Communications 
Supporting 

Equipment Failure

Failures not related 
to electrical power 

or weather

OR

3 Weather Related 
Failure

Failures not related 
to weather

OR

Weather Related 
Failure

Failures not related 
to electrical power 

or weather

OR

3 Weather Related 
Failure

Failures not related 
to electrical power 

or weather

OR

3 Weather Related 
Failure

2

No Fuel

2

Lack of Firm 
Contract to Supply 
in an Emergency

High 
Demand 
for Gas

Exposed 
Pipeline 
Frozen

+

Gas Diverted 
to High 

Priority Uses

Note:
Underground Pipe 
is protected from

freezing

Failures not related 
to electrical power 

or weather

OR

3Weather Related 
Failure

Not ready to return from 
prior standby/mothball 

outage

Conditions 
Beyond Unit 
Design Basis

Vendor s Low 
Temperature Auto-

Cutoff Exceeded

Below Lubricant 
Low Temperature 

Limit

Ice / Snow Load 
induced Mechanical 

Failure

Component Cold 
Brittle Fracture

Vents / Louvers /
Radiators 

Overwhelmed/
blocked / stuck by 

snow / ice

Below Hydraulic 
Fluid Low 

Temperature Limit

Exposed Mechanical 
Linkage iced over / 

frozen

Load not balanced 
with Generation

Other Large 
Source has 

Oscillating Output

Inadequately 
controlled small 
system / Island

1

See NERC Reliability Guideline: Generating 

Unit Winter Weather Readiness

No Onsite 
Storage or 

Storage Empty

Insulation 
Heat Tracing
Temporary Local Heaters
Installed Building Space Heating
Wind Barriers
Heat Guns

5

Electronics 
Overheat & 

Shutdown or Fail

Conductor, 
Cable, or Fiber 

Material 
Failure due to 
Wind, Snow or 

Ice Loading Ventilation Blocked 
by Snow/Ice

Supporting 
Structure or 
Attachment 

Failure due to 
Wind, Snow or  

Ice Loading

5

OR

5

5

21

The Primary Failure Mode for 
Feb 2021 Gas Generation Loss

The Primary Failure Mode for 
Feb 2021 Gas Generation Loss
The Primary Failure Mode for 
Feb 2021 Gas Generation Loss

Flow/Pressure Instrument/

Sensing line/Transmitter  

frozen/plugged

The Most Common Failures Seen 
in Feb 2021 Gas Generation Loss

The Most Common Failures Seen 
in Feb 2021 Gas Generation Loss
The Most Common Failures Seen 
in Feb 2021 Gas Generation Loss

Weather 
Related 

Equipment 
Failures

The Second Main Failure Mode for 
Feb 2021 Gas Generation Loss

The Second Main Failure Mode for 
Feb 2021 Gas Generation Loss

The Second Main Failure Mode for 
Feb 2021 Gas Generation Loss

https://www.wecc.org/
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Failure Mode Mechanisms (1) Gas Generation loss from Cold Wx 

Frozen Valves
Inlet Air System Plugged with 

Snow / Frozen Louvers

Control Air line frozen / 

plugged

Equipment 
Critical to Unit 

Operation 
Freezing / Failure

Equipment 
Failures other 
than weather 

related

Lack of 
Protection 

from Weather

Weather Severity and 
Duration Capable 

Causing Failure

+

1
The Primary Failure Mode for 
Feb 2021 Gas Generation Loss

The Primary Failure Mode for 
Feb 2021 Gas Generation Loss
The Primary Failure Mode for 
Feb 2021 Gas Generation Loss

Flow/Pressure Instrument/

Sensing line/Transmitter  

frozen/plugged
Weather 
Related 

Equipment 
Failures

Lack of 
Protection 

from Weather

Conditions 
Beyond Design 

Basis

Weather 
Protection 

Failed

Failure to 
Weatherize

Assumed Risk

Unable to 
Anticipate 
Conditions

Failure to 
Inspect/Test/

Maintain 
Weatherization

Flaw in Design

Supporting 
System Failed

Failures not related 
to electrical power 

or weather

OR

3Weather Related 
Failure

Conditions 
Beyond Unit 
Design Basis

Vendor s Low 
Temperature Auto-

Cutoff Exceeded

Below Lubricant 
Low Temperature 

Limit

Ice / Snow Load 
induced Mechanical 

Failure

Component Cold 
Brittle Fracture

Vents / Louvers /
Radiators 

Overwhelmed/
blocked / stuck by 

snow / ice

Below Hydraulic 
Fluid Low 

Temperature Limit

Exposed Mechanical 
Linkage iced over / 

frozen

Insulation 
Heat Tracing
Temporary Local Heaters
Installed Building Space Heating
Wind Barriers
Heat Guns

https://www.wecc.org/
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Failure Mode Mechanisms

Inverter Breakout 
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Not using coldest 

potential weather design 

package

Inverter lower 

temperature limit 

reached

Blade Deice / Ice Removal 

System Lack or Failure

UPS Battery Cold Limit 

Exceeded

Heat Trace Failure

See NERC LL20120901

Wind Farm Winter Storm Issues

Unit Equipment 
Failure

Equipment 
Failures other 
than weather 

related

Inadequate 
Protection 

from Weather

Weather Severity and 
Duration Capable 

Causing Failure

+

1

Weather 
Protection 

Failed

Failure to 
Inspect/Test/

Maintain 
Weatherization

Flaw in Design

Supporting 
System Failed

Failures not related 
to electrical power 

or weather

OR

3 Weather Related 
Failure

See NERC LL20200601 Unanticipated 

Wind Generation Cutoffs during a Cold 

Weather Event

Conditions 
Beyond Design 

Basis

OEM s Low 
Temperature 
Auto-Cutoff 

Exceeded

Lubricant Low 
Temperature 

Limit Exceeded

Ice / Snow 
Load induced 
Mechanical 

Failure

Vents / 
Louvers /
Radiators 

Overwhelmed/
blocked / stuck 
by snow / ice

Ice / Snow 
freeze moving 
parts in place 

or cause 
imballance.

Failure to 
Weatherize

Assumed Risk

Unable to 
Anticipate 
Conditions

The Primary Failure Mode for 
Feb 2021 Wind Generation 

Loss

The Primary Failure Mode for 
Feb 2021 Wind Generation 

Loss

The Primary Failure Mode for 
Feb 2021 Wind Generation 

Loss

Blade Icing

The Most Common 
Failure Seen in Feb 2021 

Wind Generation Loss

The Most Common 
Failure Seen in Feb 2021 

Wind Generation Loss

The Most Common 
Failure Seen in Feb 2021 

Wind Generation Loss

Weather 
Related 

Equipment 
Failures

See NERC LL20220701 

Forecasted High Winds

Wind Loading 
Exceeded (past 

feathering 
capabiliity)

6

7

✓ Inverter mapping from draft diagram
✓ Applicable beyond Wind Turbine installations

Failure Mode Mechanisms—Inverters

https://www.wecc.org/
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Known issue: Coolant froze during 
a cold weather event!  

“Large Inverters may be liquid 
cooled, smaller inverters air cooled.”  

See also: NERC Reliability Guideline page 4 
Contactors not rated for 

low temperatures

See NERC LL20170701 

Loss of Wind Turbines due to Transient Voltage 

Disturbances on the Bulk Transmission System

See NERC Reliability Guideline: 

Inverter-Based Resource 

Performance Guideline

Backup Power 
source failed

No provision 
for backup 

power

Grid Power 
Connection 
Removed

OR

OR

3

Load Shed 
Operations

Transmission 
Equipment 

Failure

Electric Power 
Issue

Grid Frequency 
or Voltage Out 

of Band

5

Larger inverters may be 

liquid cooled, smaller 

inverters, air cooled.

Liquid Cooling 
for Inverter 

Frozen

Inverter 
Failures

6

+

New Failure 
Mechanism from 

Dec 2022 Cold Event

New Failure 
Mechanism from 

Dec 2022 Cold Event

New Failure 
Mechanism from 

Dec 2022 Cold Event

Failure Mode Mechanisms—Inverters

https://www.wecc.org/
https://www.nerc.com/comm/RSTC_Reliability_Guidelines/Reliability_Guideline_Generating_Unit_Winter_Weather_Readiness_v4.pdf
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LL20110902 Adequate Maintenance and Inspection of Generator Freeze Protection

LL20110903 Generating Unit Temperature Design Parameters and Extreme Winter Conditions

LL20111001 Plant Instrument & Sensing Equipment Freezing Due to Heat Trace & Insulation Failures

LL20120101 Plant Onsite Material and Personnel Needed for a Winter Weather Event

LL20120102 Plant Operator Training to Prepare for a Winter Weather Event

LL20120103 Transmission Facilities and Winter Weather Operations

LL20120901 Wind Farm Winter Storm Issues

LL20120902 Transformer Oil Level Issues During Cold Weather

LL20120903 Winter Storm Inlet Air Duct Icing

LL20120904 Capacity Awareness During an Energy Emergency Event

LL20120905 Gas and Electricity Interdependency

LL20180702 Preparing Circuit Breakers for Operation in Cold Weather (also 2018 Webinar w/FMM)

LL20200601 Unanticipated Wind Generation Cutoffs during a Cold Weather Event

LL20201101 Cold Weather Operation of SF6 Circuit Breakers

LL20220301 Managing UFLS Obligations and Service to Critical Loads during an Energy Emergency

LL20221201 Air Breaker Cold Weather Operations

LL20230401 Combustion Turbine Anti-Icing Control Strategy

NERC Presentation 09/2025—17 Cold Weather Lessons Learned 

https://www.wecc.org/
https://www.nerc.com/pa/rrm/ea/Lessons%20Learned%20Document%20Library/LL20110902_Adequate_Maintenance_and_Inspection_of_Generator_Freeze_Protection.pdf
https://www.nerc.com/pa/rrm/ea/Lessons%20Learned%20Document%20Library/LL20110903_Generating_Unit_Temperature_Design_Parameters_and_Extreme_Winter_Conditions.pdf
https://www.nerc.com/pa/rrm/ea/Lessons%20Learned%20Document%20Library/LL20111001_Plant_Instrument_and_Sending_Equipment_Freezing_Due_to_Heat_Trace_and_Insulation_Failures.pdf
https://www.nerc.com/pa/rrm/ea/Lessons%20Learned%20Document%20Library/LL20120101_Plant_Onsite_Material_and_Personnel_Needed_for_a_Winter_Weather_Event.pdf
https://www.nerc.com/pa/rrm/ea/Lessons%20Learned%20Document%20Library/LL20120102_Plant_Operator_Training_to_Prepare_for_a_Winter_Weather_Event.pdf
https://www.nerc.com/pa/rrm/ea/Lessons%20Learned%20Document%20Library/LL20120103_Transmission_Facilities_and_Winter_Weather_Operations.pdf
https://www.nerc.com/pa/rrm/ea/Lessons%20Learned%20Document%20Library/LL20120901_Wind_Farm_Winter_Storm_Issues.pdf
https://www.nerc.com/pa/rrm/ea/Lessons%20Learned%20Document%20Library/LL20120902_Transformer_Oil_Level_Issues_During_Cold_Weather.pdf
https://www.nerc.com/pa/rrm/ea/Lessons%20Learned%20Document%20Library/LL20120903_Winter_Storm_Inlet_Air_Duct_Icing.pdf
https://www.nerc.com/pa/rrm/ea/Lessons%20Learned%20Document%20Library/LL20120904_Capacity_Awareness_during_an_Energy_Emergency_Event.pdf
https://www.nerc.com/pa/rrm/ea/Lessons%20Learned%20Document%20Library/LL20120905_Gas_and_Electricity_Interdependency.pdf
https://www.nerc.com/pa/rrm/ea/Lessons%20Learned%20Document%20Library/LL20180702_Preparing_Circuit_Breakers_for_Operation_in_Cold_Weather.pdf
http://cc.readytalk.com/play?id=hdeicq
https://www.nerc.com/pa/rrm/ea/Lessons%20Learned%20Document%20Library/LL20200601_Unanticipated_Wind_Generation_Cutoffs_during_a_Cold_Weather_Event.pdf
https://www.nerc.com/pa/rrm/ea/Lessons%20Learned%20Document%20Library/LL20201101_SF6_CB_Operation_during_Cold_Weather.pdf
https://www.nerc.com/pa/rrm/ea/Lessons%20Learned%20Document%20Library/LL20220301_Managing_UFLS_Obligations_Service_Critical_Loads_during_Energy_Emergency.pdf
https://www.nerc.com/pa/rrm/ea/Lessons%20Learned%20Document%20Library/LL20221201_Air_Breaker_Cold_Weather_Operation.pdf
https://www.nerc.com/pa/rrm/ea/Lessons%20Learned%20Document%20Library/LL20230401_CT_Anti-Icing_Control_Strategy.pdf
https://www.nerc.com/pa/rrm/ea/Lessons%20Learned%20Document%20Library/LL20230401_CT_Anti-Icing_Control_Strategy.pdf
https://www.nerc.com/pa/rrm/ea/Lessons%20Learned%20Document%20Library/LL20230401_CT_Anti-Icing_Control_Strategy.pdf
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Questions and Answers 
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Additional Resources

• ERO Failure Mode Mechanisms Working Group

• NERC Cold Weather Preparedness Webinar 09/05/2025 (2 hr. 25 min) 

• NERC Reliability Guideline—Generating Unit Winter Readiness Current 

Industry Practices V4,  06/2023  {V4 latest} 

https://www.wecc.org/
https://www.nerc.com/comm/RSTC/Pages/FMMWG.aspx
https://www.nerc.com/comm/RSTC/Pages/FMMWG.aspx
https://www.youtube.com/watch?v=NzmPqjkYayo
https://www.youtube.com/watch?v=NzmPqjkYayo
https://www.nerc.com/comm/RSTC_Reliability_Guidelines/Reliability_Guideline_Generating_Unit_Winter_Weather_Readiness_v4.pdf
https://www.nerc.com/comm/RSTC_Reliability_Guidelines/Reliability_Guideline_Generating_Unit_Winter_Weather_Readiness_v4.pdf
https://www.nerc.com/comm/RSTC_Reliability_Guidelines/Reliability_Guideline_Generating_Unit_Winter_Weather_Readiness_v4.pdf
https://www.nerc.com/comm/RSTC_Reliability_Guidelines/Reliability_Guideline_Generating_Unit_Winter_Weather_Readiness_v4.pdf
https://www.nerc.com/comm/RSTC_Reliability_Guidelines/Reliability_Guideline_Generating_Unit_Winter_Weather_Readiness_v4.pdf
https://www.nerc.com/comm/RSTC_Reliability_Guidelines/Reliability_Guideline_Generating_Unit_Winter_Weather_Readiness_v4.pdf
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A blue and white graphic with WECC logo and WECC contact information.
website: www.wecc.org
phone: 801-582-0353
address: 155 N 400 W, Salt Lake City, Utah 84103, USA

http://www.wecc.org/
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https://vimeo.com/1117539714/2d273f74fb  

https://vimeo.com/1117539714/2d273f74fb
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