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GridSecCon 2025

•  October 7–10, 2025 | MGM Grand, Las Vegas, NV

• Over 650 professionals from industry, government, and regional entities

• Ideal for security, reliability, compliance, and executive roles

• Regular registration open through September 23

• Hands-on trainings and sessions with practical strategies to boost security and 
reliability

Register here
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A yellow and blue logo

AI-generated content may be incorrect.

November 4–5, 2025
Virtual

https://www.wecc.org/meetings/15736-grid-fundamentals
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A collage of electrical and power related images.

Overlaid text reads Reliability in the West A Discussion Series.

https://www.wecc.org/meetings/17091-reliability-west-discussion-series
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GridEx

Hosted every two years by the E-ISAC, GridEx gives E-ISAC member and partner 
organizations a forum in which to practice how they would respond to and recover 
from coordinated cyber and physical security threats and incidents. 

• GridEx VIII will be held on November 18-19, 2025

• GridEx VII had more than 15,000 participants

• The E-ISAC releases a public report after every GridEx

• Register here: https://www.eisac.com/s/register-for-gridex.

https://www.eisac.com/s/register-for-gridex
https://www.eisac.com/s/register-for-gridex
https://www.eisac.com/s/register-for-gridex
https://www.eisac.com/s/register-for-gridex
https://www.eisac.com/s/register-for-gridex
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GridEx

New Participation Options

STANDARD SCENARIO

• Default GridEx experience

• Move Zero in the week leading up to 
the exercise

• 2-day full-scale exercise

• Cyber and physical attack scenario 
unfolding in real-time

• Extra focus on recovery to end the 
exercise

• Engage all aspects of organizational 
response

• Partner with external organizations

• Enhance your exercise with media and 
social media simulation

• Access to the Exercise E-ISAC Portal

GRIDEX IN A BOX

• 2-day functional exercise

• Abbreviated scenarios customized for 
smaller planning teams

• Cyber-focused scenario

• Physical-focused scenario

• Specialized Exercise Plan designed for 
staging a real-time exercise on limited 
resources

• Aligns with the Standard Scenario, 
enabling external engagement

• Media and social media simulation

• Access to the Exercise E-ISAC Portal

TABLETOP SCENARIO

• 1-day Discussion-based Tabletop 
Exercise

• Designed to be “Plug and Play”

• Facilitator guide and slide deck, 
enabling a single person to deliver a 
challenging exercise

• Engage internal and external partners 
in a broad discussion

• In-person or remote
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A close-up of a solar panel
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https://www.wecc.org/meetings/20836-wecc-electromagnetic-transient-emt-strategic-workshop
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November 20, 2025
2:00–3:00 p.m. Mountain

https://www.wecc.org/meetings/17341-reliability-security-oversight-update
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Antitrust Policy

• All WECC meetings are conducted in accordance with the WECC Antitrust 

Policy and the NERC Antitrust Compliance Guidelines 

• All participants must comply with the policy and guidelines

• This meeting is public—confidential or proprietary information should not be 

discussed in open session 

https://www.wecc.org/
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Antitrust Policy

• This webinar is being recorded and will be posted publicly 

• By participating, you give your consent for your name, voice, image, and 

likeness to be included in that recording 

• WECC strives to ensure the information presented today is accurate and 

reflects the views of WECC

• However, all interpretations and positions are subject to change 

• If you have any questions, please contact WECC’s legal counsel 

https://www.wecc.org/
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How to Participate

Send questions and concerns via Chat

Use the “Raise Hand” feature and share

https://www.wecc.org/
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Agenda

• NERC and WECC Happenings 

• Fahad Ansari, Senior Technical Advisor, WECC

• Cold Weather Update

• Curtis Crews, Senior Technical Advisor, WECC

• NERC and WECC Standards Updates

• Donovan Crane, Senior Engineer, Standards, WECC

• Inverter-based Resources Initiative Update

• Abby Fellinger, Senior Registration & Certification Engineer, WECC

• Mark Rogers, Manager, Registration & Certification, WECC

• Andrew Williamson, Senior Registration & Certification Engineer, WECC

• Align Update

• Angela Shapiro, Manager, Oversight Analysis & Administration, WECC

• Ben Aldous, Senior Analyst, Enforcement, WECC

• Katie Calibo, Senior Mitigation Engineer, WECC

• Effective Internal Compliance Programs

• Ben Aldous, Senior Analyst, Enforcement, WECC

• Joshua Yang, Enforcement Attorney, WECC

https://www.wecc.org/
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Electric Reliability 
& Security for the West

NERC and WECC Happenings

Senior Technical Advisor

Fahad Ansari
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NERC and WECC Happenings

• Standards effective October 1, 2025

• BAL-004-WECC-4─Automatic Time Error Correction

• TOP-002-5—Operations Planning

• Cold Weather Preparedness Small Group Advisory General Session

• Presentation and recording posted

• Currently Compliant Podcast

• Episode 7 focuses on Abeyance

• Level 2 NERC Alert Posted

• Large Load Interconnection, Study, Commissioning, and Operations

• Cross-border Remote Access to Bulk Power System Elements​—Deadline ended September 15

• Lesson Learned

• IBR Control Interactions and Oscillatory Events

https://www.wecc.org/
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Electric Reliability 
& Security for the West

Cold Weather Update

Senior Technical Advisor

Curtis Crews
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Electric Reliability 
& Security for the West

NERC and WECC Standards 

Updates

Senior Engineer, Standards

Donovan Crane
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NERC Standards Happenings 

• Order 901 Related Projects Ballot and Comment Period 2

• 2022-02

• MOD-032-2 Passed with 73.77% approval

• IRO-010-6 Passed with 86.15% approval

• TOP-003-8 Passed with 82.56% approval

• 2021-01

• MOD-033-3 Passed with 94.07% approval

• 2020-06

• MOD-026-2 Failed with 64.86% approval

• There will be a shorter third and final ballot period for the projects of as little as five days

• Approved by NERC SC 9/17/2025

• Drafting Team Member Solicitation:

• 2025-03—Order No. 901 Operational Studies Open through Today

• 2025-04—Order No. 901 Planning Studies Open through Today

https://www.wecc.org/


20

WECC Standards Happenings

• WECC-0157: PRC-006-5 Automatic Underfrequency Load Shedding, Update 

to the WECC Regional Variance

• Drafting team met for the first time today

• Working through initial redline

• WECC-0142: Request to Retire BAL-002-WECC-3, Contingency Reserve

• Posted for NERC 45-day comment period

• Drafting Team Solicitations

• WECC-0158: IRO-002-7, Reliability Coordination—Monitoring and Analysis with 

WECC Regional Variance, Five-year Review

• WECC-0159: IRO-006-WECC-3 Qualified Path Unscheduled Flow (USF) Relief, Five-

year Review

https://www.wecc.org/
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Electric Reliability 
& Security for the West

Inverter-based Resources 

Initiative Update

Senior Registration & Certification Engineer
Abby Fellinger

Manager, Registration & Certification

Mark Rogers

Senior Registration & Certification Engineer

Andrew Williamson
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Electric Reliability 
& Security for the West

Align Update

Manager, Oversight Analysis & Administration

Angela Shapiro

Senior Analyst, Enforcement

Ben Aldous

Senior Mitigation Engineer

Katie Calibo
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Periodic Data Submittal 

and Attestations
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Periodic Data Submittals (PDS)

• Align Release 7.3—July 2025

• Entities will receive separate PDS requests for each of their applicable 

functions (e.g., if the entity is a TO and a GO, they would receive one PDS 

request for the GO function and a second PDS request for the TO function)

https://www.wecc.org/
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Attestations

• Major overhaul to functionality with Release 7.3

• All attestations entered before July 12, 2025, will no 

longer be active

• Attestations must be created as part of an active monitoring activity (i.e., 

PDS or Self-Certification)

• Cannot be created preemptively

• Attestations are strictly for Do Not Own or Not Applicable responses

• Next round of PDS will be an opportunity to provide updated attestations

https://www.wecc.org/
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Resources 

• NERC Attestation Training webinar

• Updated NERC Training Guides

• PDS User Guide

• Attestation User Guide

• NERC Align and Secure Evidence Locker (SEL) page

• Detailed release notes

• User guides

• Training webinar slides and links

https://www.wecc.org/
https://nerc.webex.com/recordingservice/sites/nerc/recording/13c20719b33d4cdfabfd967405f10eb6/playback
https://trn.nerc.com/User%20Guide/RE_PDS_User_Guide.pdf
https://trn.nerc.com/User%20Guide/RE_PDS_User_Guide.pdf
https://trn.nerc.com/User%20Guide/RE_Attestation_User_Guide.pdf
https://trn.nerc.com/User%20Guide/RE_Attestation_User_Guide.pdf
https://www.nerc.com/ResourceCenter/Pages/Align-SEL.aspx
https://www.nerc.com/ResourceCenter/Pages/Align-SEL.aspx
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Align Release 7.4
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Align Release 7.4

• Mitigation completion certification

• Cause coding Self-Reports

• Email notification updates

• Bug fixes and performance enhancements

• Release notes

• Align resource center

https://www.wecc.org/
https://www.nerc.com/ResourceCenter/Align%20Documents/Align_Release_Notes_Release_7.4.0.pdf
https://www.nerc.com/ResourceCenter/Align%20Documents/Align_Release_Notes_Release_7.4.0.pdf
https://www.nerc.com/ResourceCenter/Pages/Align-SEL.aspx
https://www.nerc.com/ResourceCenter/Pages/Align-SEL.aspx
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Registered Entity User Guide

https://www.nerc.com/ResourceCenter/Align%20Documents/RE_Enf-Mitigation_UserGuide.pdf
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Registered Entity User Guide

https://www.nerc.com/ResourceCenter/Align%20Documents/RE_Enf-Mitigation_UserGuide.pdf
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Cause Codes

• Updated cause codes—Now available

• Root and contributing causes

• Self-Reports and Self-Logs

• Cause Code User Guide

• Training video

https://www.wecc.org/
https://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/ERO%20ENF%20Cause%20Coding%20User%20Guide_V1.pdf
https://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/ERO%20ENF%20Cause%20Coding%20User%20Guide_V1.pdf
https://vimeo.com/1039733536/ae31d3d75c?share=copy
https://vimeo.com/1039733536/ae31d3d75c?share=copy
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Registered Entity User Guide

https://www.nerc.com/ResourceCenter/Align%20Documents/RE_Enf-Mitigation_UserGuide.pdf
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Selecting a Cause Code

• ERO Enterprise consistency

• Multiple codes applicable

• Root cause vs. apparent cause

• WECC may revise code

https://www.wecc.org/


34

Top Cause Codes

• Top five cause codes across the ERO

• ENF-09 Ineffective Preventive Controls

• ENF-08 Lack of or Deficient Policy/Procedure/Process—Department/Business Level

• ENF-013 Lack of Understanding

• ENF-10 Ineffective Validation/Detective Controls

• ENF-11 Additional Training Needed 

https://www.wecc.org/
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Electric Reliability 
& Security for the West

Effective Internal 

Compliance Programs

Senior Analyst, Enforcement

Ben Aldous

Enforcement Attorney

Joshua Yang
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Internal Compliance Programs

Culture and Commitment

Training

Policies and 
Procedures

Management 
Engagement

Governance

Continuous 
Improvement

Incident Response

https://www.wecc.org/
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Recent Outreach

March 2025 Presentation

August 2025 Self-Assessment

https://www.wecc.org/
https://www.youtube.com/watch?v=yCJIVxOt1jg&list=PLcTLqwmmGo_RGKn45awY5mFXBYQrdyuFG&index=5
https://www.wecc.org/wecc-document/23131
https://www.wecc.org/wecc-document/23131
https://www.wecc.org/wecc-document/23131
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Self-Assessment

Topics

• Policies and procedures

• Program governance

• Training and incentives

• Investigations and potential 

noncompliance

• Continuous improvement

Examples

• By footprint size

• By organizational model

https://www.wecc.org/
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November 20, 2025
2:00–3:00 p.m. Mountain

https://www.wecc.org/meetings/17341-reliability-security-oversight-update
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A blue and white graphic with WECC logo and WECC contact information.
website: www.wecc.org
phone: 801-582-0353
address: 155 N 400 W, Salt Lake City, Utah 84103, USA

http://www.wecc.org/
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