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now on 

WECC.org

https://www.wecc.org/wecc-document/13471
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Grid
FUNDAMENTALS

Virtual, February 25-26 

9:30 a.m. to 2:00 p.m.

https://www.eventbrite.com/e/grid-fundamentals-virtual-training-tickets-1075848424599?aff=oddtdtcreator
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Antitrust Policy

▪ All WECC meetings are conducted in accordance with the WECC 

Antitrust Policy and the NERC Antitrust Compliance Guidelines 

▪ All participants must comply with the policy and guidelines

▪ This meeting is public—confidential or proprietary information 

should not be discussed in open session 
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Antitrust Policy

▪ This webinar is being recorded and will be posted publicly 

▪ By participating, you give your consent for your name, voice, 

image, and likeness to be included in that recording 

▪ WECC strives to ensure the information presented today is 

accurate and reflects the views of WECC

▪ However, all interpretations and positions are subject to change 

▪ If you have any questions, please contact WECC’s legal counsel 
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Participating

9

Send questions via chat to WECC Meetings

Use the “raise hand” feature
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Agenda

▪ Standards Feedback Team and Standards Update

• Donovan Crane, Senior Engineer, WECC

▪ Inverter-based Resources Initiative Update

• Mark Rogers, Manager, Registration & Certification, WECC

• Abby Fellinger, Senior Registration & Certification Engineer

▪ The First RFIs at Audit: CIP Evidence Request Tool and O&P 
Spreadsheet

• Teri Kelly, Cybersecurity Auditor, WECC

• Tom Williams, Entity Monitoring Manager, WECC
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Current Projects—WECC

▪ WECC-0142 Retire BAL-002-WECC

• Comments supporting retirement complete

• Going to WSC to request approval to ballot project

▪ WECC-0156 VAR-001 Voltage and Reactive Control Potential 
Modification to WECC Regional Variance

• Current language in Variance E.A.13 Specifies “each generation resource that is 
part of the BES”

• Recent registration of smaller units that don’t meet the definition of BES would be 
excluded with this language

• Drafting team solicitation is underway
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Current Projects: NERC—Cold Weather

▪ 2024-03 Revisions to EOP-012-2 Cold Weather Project

• Comment period closes March 12, 2025—No ballots associated with this 
posting

• Will not be another ballot/comment period. Comments will be considered 
but will not delay submission to FERC

• Efforts by drafting team members and industry continuing development of 
Implementation Guidance for ECWT calculation

• Internal ERO Enterprise team discussing design aspects of the EOP-012-3 
CAP Extension and Generator Cold Weather Constraint process in Align

• Abeyance language has been updated in the Standard
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https://www.nerc.com/pa/Stand/Pages/Project-2024-03-Revisions-to-EOP-012-2.aspx
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Current Projects: NERC-FERC 901

▪ ​​2022-02 Uniform Modeling Framework for IBR​

▪ 2021-01 System Model Validation with IBRs​​

▪ 2020-06 Verification​ of Models and Data for Generators 

▪ Projects are working toward April 2025 for initial ballot

• Because of shortened time frame (submission date of Nov 4, 2025) there 

will be shortened ballot/comment periods

• There will also be a limited number of ballot/comment periods. There will 

be two, then some tough decisions will need to be made
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Agenda

What are the first requests for information (RFI) that 
WECC will send for audits?

When will WECC typically send these RFIs, and when 
will they be due?

The information in these slides applies to audits in the 
United States.
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The First Three RFIs

Internal controls data collection template (ICDCT)

O&P evidence spreadsheet

CIP evidence request tool (ERT)

Tailoring

• The ICDCT will be tailored to the risk-based audit objectives and scope.

• The O&P evidence spreadsheet and the CIP ERT will be tailored to the audit scope.

• Based on audit objectives, tailoring might vary but would be communicated 
accordingly.
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Timing and Additional RFIs

The intent of these first RFIs is for WECC auditors to have the necessary 
information to plan fieldwork.

WECC will send the ICDCT about six months before audit commencement, 
due 60 days later.

WECC will send the CIP ERT and the O&P evidence spreadsheet 120 days (or 
the Friday prior) before audit commencement, due 60 days later.

WECC auditors could send additional RFIs as the audit progresses, though 
there have been audits for which the only additional RFIs were for interviews.
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The ICDCT

The ICDCT requests a description of internal controls your 
organization uses to mitigate risks identified for the audit

A blank ICDCT is publicly available on WECC's website

WECC.org > Program Areas > Compliance > United States > 
Internal Controls Information and Tools
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Internal Controls Data Collection Template

https://www.wecc.org/wecc-document/7361
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The O&P Evidence Spreadsheet

The O&P evidence spreadsheet is based on the compliance assessment 
approach in Reliability Standards Audit Worksheets (RSAW).

The untailored spreadsheet is publicly available on WECC's website

WECC.org > Program Areas > Compliance > United States > Audits

This spreadsheet will be tailored to scope and sent with the notice of audit
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The Operations and Planning Evidence Spreadsheet

https://www.wecc.org/wecc-document/17806
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The CIP ERT—Two RFIs in One

The CIP ERT has a “level 1” RFI due 60 days before audit commencement 
and a “level 2” RFI due thirty days before audit commencement.

“Level 1” involves processes, procedures, Cyber Assets, and other 
information tailored to scope.

“Level 2” involves evidence of the implementation of the processes and 
procedures.

Based on the scope, evidence of implementation could be based on 
sampling of Cyber Assets.
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CIP Evidence Request Tool 
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CIP ERT V9—Level 1 Updates
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V8 

V9 

Deleted

Updated to include version

Updated Requests: 
CIP-002-5.1a-R1-L1-05  
CIP-002-5.1a-R1-L1-07
CIP-012-1-R1-L1-02 

Added Requests:
CIP-003-9-Rx-Ly-zz
CIP-012-2-Rx-Ly-zz
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CIP ERT V9—Level 2 Updates
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V8 

V9 

Updated Request: 
CIP-010-4-R4-L2-02    
Added Requests:
CIP-003-9-Rx-Ly-zz
CIP-012-2-Rx-Ly-zz

Deleted

Updated 
to include 
version

Added Sample Set: 
 Personnel-L2-02 
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CIP ERT V9—Level 2 Updates

CA worksheet updated to default row count from 3,000 to 10,000.

On Personnel worksheet, column “Was Access Authorized During Audit 
Period?“ requires selection of the specific access types for each user 
(Electronic, Physical, and/or BCSI access). 

CIP ERT user guide updated with clarifications and reformatted to improve 
ease of use.
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Follow and engage!

@weccreliability

https://www.linkedin.com/company/wecc.org/
https://www.linkedin.com/company/wecc.org/
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