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Antitrust Policy

= All WECC meetings are conducted in accordance with the WECC Antitrust
Policy and the NERC Antitrust Compliance Guidelines

= All participants must comply with the policy and guidelines

= This meeting is public—confidential or proprietary information should not be
discussed in open session

= This webinar is being recorded and will be posted publicly

= By participating, you give your consent for your name, voice, image, and
likeness to be included in that recording

= WECC strives to ensure the information presented today is accurate and
reflects the views of WECC

= However, all interpretations and positions are subject to change
= If you have any questions, please contact WECC'’s legal counsel
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British Columbia Align Go-live Date

= British Columbia Registered Entities will begin using Align for self-
reports on April 1, 2025

* Stop submitting through webCDMS
* Begin submitting through Align

= Existing records will be moved from webCDMS to Align
* Date TBD

* Continue using webCDMS until then

Wf wecc
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ERO Portal Account

= A NERC ERO Portal account is required to access Align

* Register for an account

= Request access to Align in the ERO Portal —
* Access to Align is managed by your entity administrator

* Log in and select My Applications to check your access and submit a
request if needed

* Your entity administrator will be notified to review and approve pending
requests

* Contact the NERC Help Desk for support

Wf wecc


https://eroportal.nerc.net/
https://support.nerc.net/
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Applications

Wf wecc

ERO Portal

A tool that gives users the
keys to the kingdom

Request access to NERC data stores,
extranet sites, and web applications

Update access permissions for ERO Portal
applications: CORES
External applications: Align

See which NERC data stores, extranet
sites, and web applications the user has
access to
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Contact Roles

Assigned in CORES
Must have ERO Portal accounts associated with an individual email address

Primary Compliance
Contact (PCO)

* Receives all WECC compliance

communications and system-
generated emails from the
applications

Automatically granted Entity
Administrator, Align Registered
Entity Submitter, and SEL
Submitter permissions

Alternate Compliance
Contact (ACO)

Backup to the PCC

Copied on all compliance
communication and receives
system generated emails

Primary Compliance
Officer (PCO)

Was called Authorizing Officer
Management-level contact
responsible for regulatory
affairs

Usually the authorized
signatory for organization
NOT contacted for system
communications from ERO
Portal
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System Roles (Permissions)

ERO Portal

Entity Administrator
*Granted Automatically to PCCs*

Read & Write Access to Data

. Entity
Assigns & Approves Role Access [Administrator]
_ Mon | CORss
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CORES Work

Update

= Syncs to Align nightly Contact

. : Roles :
»  QOther features exist for U.S. users Upbdaa;tilcng comcomco | ENtity Scopes

. ) Add and/or deactivate
entity In fo AN a function

~ Upstream
Functional Holding
Mapping | B Companies

Add/update

User

Read/write access to
registration
activities

WY wECC



<Public>

CORES and Align

= CORES—Source of registration information and entity contact
roles

* Entity admins can update contacts in CORES

* Integrated into ERO Portal Access ("My Entity" menu)

.} My Profile My Resources ~ My Applications Research My Groups Entity Registration Requests My Entity ~ NERC Membership List NERC Membership Help Desk

Welcome to the ERO Portal

= Align gets registration and contact information from CORES daily
= Keeping CORES up to date keeps Align up to date

WY wEcc
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Align User Roles (Permissions)

W wEcc

N\

Align Registered Entity Reader

Can log into Align and see everything for their Registered Entity but cannot
make changes

Align Registered Entity Editor

Can log into Align, see everything for their Registered Entity and make
changes, but cannot submit anything to the CEA for review or
processing

. Align Registered Entity Submitter
Edit, Save ik 4

& Acti Can log into Align, see everything for their Registered Entity, make
ction changes, and submit things to the CEA for review or processing

11
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Align Work

Self-Reports; Mitigation Self-Certifications;

Management; Periodic Data AUdléshand S

Enforcement Processing Submittals ecks
* Create findings * Submit response to * View scheduled
» Add mitigation request engagements

milestones * Respond to RFI * Respond to working
* Respond to * Submit Requests papers

Requests for for Extension * Respond to RFI

Information (RFI) * Create attestations * Object to team

e Reaffirm members
attestations

W¥ wEcc
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Have I been granted the
appropriate permissions?

<Public>

J

Yes

Submit a
ticket to
NERC

No

-

Contact PCC

-
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Introduction to Align

= Integrates compliance and enforcement activities into a single

platform for all regions and NERC

= Harmonizes processes using a single language, tracks data in one

tool, making it the ERO’s system of record
= The tool has already been adopted in the U.S. and several

Canadian provinces

= Some features (Coordinated Oversight, Self-logs, etc.) are not

applicable to BC entities

W¥ wEcc
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Introduction to Align

= NERC is the system administrator for Align and related tools

= WECC partners with NERC to maintain and support tools

* You may interact with representatives from WECC and NERC for technical
support

= NERC is not involved in carrying out WECC's activities as the
BCUC’s administrator for the Mandatory Reliability Standards
Program

Wf wecc
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Updated Terminology

Finding
* Generic term used to refer to a potential noncompliance —it can be reported by
you (i.e., Self-Report) or by your Region (i.e., WECC audit)
CEA

* Compliance Enforcement Authority

* In our region that means WECC

PNC

« Potential Noncompliance is the equivalent of Possible Violation

= British Columbia and Align/CORES/SEL Terminology Reference List

Wf wecc


https://www.wecc.org/wecc-document/6356
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Log in to Align

Accessing Align

= Use your ERO Portal Account

= Internet Explorer is not supported

“M“ Pages 3 and 4 of User Resource Guide

WY wEcc 17
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Navigating the System

= When you log in, you will land at the “My Align” page, or “the
Dashboard”

My Align Align For Entities v

My Align Drop_down menu prOVideS NCRS55555 Test Company in WECC Editor 1 (5>

Risk and Planning

1 .Self-Reportsand Logs access tO Align features

Periodic Data Submittals

NEWS AND UPDATES

1 Self-Certifications

Welmfl Audits and Spot Checks ared platform for the ERO Enterprise Compliance Monitoring and Enforcement Program. This is your Dashboard screen. Navigate the system by selecting from the modules above. You can create Self Reports/Self Logs, track and manage Mitigation, submit

.
: andlor ions, and Technical Feasibility Exceptions. You can also respond to Compliance Activities related to Audits, Spot Checks, and Investigations. Finally, you can respond to Inherent Risk Assessments and Compliance Oversight Plans. Training materials for \ \ / 1eW Sys tem neW S

eachni IRAand COP

Enforcement Processing

and updates

Request For Information p—
MY TASKS
REGION . STANDARD MODIFIED MODIFIED
E l STATUS EGISTRA D CREATED B
TYP! UNIQUE D OR LRE [§TATL REGISTRATION D RED DUE DATE REATED BY - o
& 2024-00052
2024-00054

Items awaiting your action
will appear in “My Tasks”

AE / 000025

AE / 000026

W wECC -
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Navigating the System

= Views can be filtered using column headers; resets each time

Enforcement Processing v

Align For Entities W

HH My Open Findings My Closed Findings NCR55555 Test Company in WECC Editor 1 C—)

MY OPEN FINDINGS

MONITO... REGI... DATE " A A " " MODIFIED MODIFIED FINDING
METHOD UNIQUE_ID ORLRE  SUBMIT.. REGISTRATION STANDARD REQ START ... CREAT... BY ON STATUS

|
T ﬁ
;

SEND

UPD... MITIGATION

Seli- NCRS55555 - Test Entity Name NCR55555 NCR55555 Tast Preliminary
2025-00001  WECC ~ 01/28/2025 . " " BAL-005-1 R? 12101/2024 R 0172802025 :

E]

Screening

= Refresh or advance pages usmg buttons at the bottom

S 202400044  WECC 612024y WECC BAL-C 090202024 . S 59024 PRC Rovion
Self- - - o NCRSS555  NCRS5555 Test e i .
Report 2023-00011 VECC 0/16/2024 BAL-002-3 R 14/05/202 . o 0/16/2024 PNC Raview
Se NCR55555 - Test Entity Name WECC
. . 2022-00050 WECC 05/06/2022 . e CIP-003-8 R2 047012020 . WECC Editor 1 05/06/2022 PNC Review
Page | 1 of 1 =
INSTRUCTIONS

Mitigating

=+

+ Activities
Mitigating
+ Activities
Mitigating
+ A rdinritine M

W wECC
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Align Form Validation Rules

= Align will not submit a form if the data doesn't meet its validation
rules

= The form will highlight which fields need attention

« Hover over the red triangle to see a description

When was the Potential l 03/27/2020 l A When did the Potential 03/01/2020
Non-Compliance % Non-Compliance start?
discovered?

Custom validation error- When was the Potential Non-Compliance discovered?

How was this Potential
Non-Compliance
discovered?

explanation ( cannot be greater then todays date )

WY wECC
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Align Form Validation Rules

= [If you click Save and Action and forgot to select an action, you'll
see "No flow evaluates to true"”

* Select an action or correct the errors before you click Save and Action

again
When you are ready to submit your Self Report for Actio No Action|
screening and review as a Potential Noncompliance, set o ) )
the Action to Submit. You can sumbit your mitigations . JAROT=. K No Action
with your finding by checking the box, or wait and submit eview with Finding
them seprately from the My Mitigations tab. If you want Lez

to delete this draft, choose Delete. Once you have submi
selelcted the appropriate Action, click Save and Action.
To save without taking action, click Save. To close

without saving, click Close.

You have not selected an Action. IT you

click Save and Action, you will receive this error
message.

You can either click Save, or you can choose an
Action (either Submit or Delete) and then

click Save and Proceed.

I A MNo flow evaluates to true

Video 5—Validation Rules

Wf wecc
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Creating a Finding

Go to Self-Reports and Logs
Click Create Finding

Locate the standard and click the . .
plus sign; this will open the form + =7

Save as a draft; reopen from draft

5. Once complete, click Save and

Action to submit the Self-Report

&

‘ \ : Video 4—Creating a Self-Report or Self-Log
m Pages 10-25 of User Resource Guide EEE Video 5— Validation Rules

W¥ wEcc 22
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Updating a Finding

= The cut-off point in the process for sending updates is in assigning
an approval of a disposition or under the preliminary screening if
the finding fails a preliminary screening

= Use Align’s filtering features to find the Self-Report

L)

Video 6 — Adding Information to a
Pages 2629 of User Resource Guide Self-Report after Submitting

Wf wecc



<Public>

Responding to a Request for Information

= Find on My Tasks on Dashboard or through Requests for
Information in the drop-down menu

My Align

HH My Dashboard and Tasks

, My Align
Assigned To Me

Risk and Planning

AsieN Self-Reports and Logs
Welcome to Align, the comprehensive tool designed as a shared platform for the ERO Enterprise Compliance Monitoring and Enforcement Program. This is your Dashboard screen. Navigat i i i
Periodic Data Submittals, Self-Certifications, and Technical Feasibility Exceptions. You can also respond to Compliance Activities related to Audits, Spot Checks, and Investigations. | Periodic Data Submittals

at https:/ftraining.nerc.net/ I

Self-Certifications

Audits and Spot Checks

S ' IRAand COP

REGION
TYPE UNIQUE ID OR LRE STATUS RE( | Enforcement Processing i

[_) RFI for Finding 2024-00054 | RF24-010199 EC( Incomplete . i
Mitigation Management

RFI for Finding 2024-00054 | RF24-010200 ECC Awaiting your Response
Request For Information

Technical Feasibility Exception

Attestations

WY wEcc 24
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Responding to a Request for Information

= When you get an RFI, the PCC and ACC at your entity will get an
email notification

= Once you login, you’ll see a new RFI for Finding with the status
"awaiting your response” on your Dashboard

= Submit any attachments or evidence associated with any RFI
through the SEL

Wf wecc
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Responding to Notification Letters

nencomplance. Thers might ba an

Action

-

Once a disposition has been determined and finalized, an email
notification will be sent to the PCC and ACC for your entity

‘M\ Page 34-35 of User Guide E Video 8 —Responding to Notification Letters

W wEcc o6
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Submitting Mitigating Activities

Go to Mitigation Management

In My Draft Mitigations select Unique ID
Scroll to Milestones and Click plus sign
Complete form and Click update

Repeat for all milestones

A e A

Milestone data will not be saved until you save the parent
mitigation form

‘M\ Pages 36-41 of User Guide EEE Video 11 —Submitting Mitigating Activities

Wf wecc
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Submitting Mitigating Activities

Mitigation Management

MY DRAFT MITIGATIONS

- - REGION oy " REGION AND START DATE CREATED MoDI MODIFIED
TYPE UNIQUE 1D OR LRE STANDARD REa JURISDICTION STARTDATE BY BY ON
EY v A 2021.00601
Edit this Draft Mitigation ) y N e : ilestane Information
2021-00603
100601

2021-00808 Region-Jurisdictionis) in  WECGAIS
202100847 | oot Couse Nt avalabl; PNG Roviow notyot completo P 0 =

2022-00012
Evidence and Attachments

2022-00025 |

Evides st be o Locke rumber yous sava s Miatone and s parent Mitgsson.
2024-00050

Entity Assigned to
2024-00051 |

| & d
|
|

2024-00063
| Review Results

2025-00001 |

Mitigation Milestones

e

Page 1 of 1
|
RELATED . o N b o CEA e - . . . :
ructions  When ready for Region Review and Approval, Submit this Mitigation by selecting the “Submil for CEA Review Action and clicking "Save and Action” below. By submitting atove, | sling activilles on behslf of the Registersd
Enty
et Mo Action -

) ek e 1o prnt

Close
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Extension Requests

Align lets you request extensions on mitigation
milestones

mwvm»n-mrmw

1. Go to My Active mitigations

2. Select (but do not open) the mitigation record
for your unique ID; this will filter the related —
milestones window to display all milestones © —
for the mitigating activities or plan

3. Click the plus sign under the Request
Extension column

Hm

4. Complete the form and click Update to submit

“M“ Pages 47-48 of User Guide EEE Video 13 —Milestone Extensions

W¥ wEcc 29
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Submitting Mitigation for Verification

1. Enter Actual Completion Date for all milestone activities and
Check that the form is complete

2. Select Submit for CEA Review
3. Use Save and Action to submit to WECC

Note: Status must be "Active" before you can submit for verification

“m“ Page 49 and 52 of User Guide E Video 14 —Mitigation Verification

Wf wecc
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Submitting Mitigation for Verification

2024-00056

Mitigation Milestones

MIESTONE NAME

Nots:Once 3 milesionss have been completss

| 2024-D0056 | M524-43895

PLANNED

OMPLETION DATE

REVISED PLANNED COMPLETION .

| Request for
Milestone Information

{ Typa of Milestons Task  Remedisting Action

Movember 28, 2024

December 31, 2024

Dat otz @

Evidence

Registorad Enty Rafreshar Training Tast -Misstens Task Name #1

Submit Evidence or Aiachmants related i fhis itam via ERO Sacure Evidence Locker (SEL) located

a03-2Rz |

Explanation

elick here bo print

Action®  NoAction

| am o uhorized reprosentaive of the Registey
By submiting the Miiton Plan for Cartfcatiry
11 am an offcar, employes, aftomey.or othar al
2. Al tequired sclons described in Mitgation Pl
3. The Regitered Enty has presided o il proy
Complance Enfarcament Autharily 1o verfy camy

efick here bo. print

3 -

Clase

Registorad Entty Rafreshar Training Tast -Misstene Task Name #1 - The Regstered Enty will includa information that describes the milestane task

Page 1 of 1 <

Has the scope of this
issue expanded as a result
of these mitigation steps?

Explanation
Action *

| am an authorized representativ. No Action
By submitting the Mitigation Pla . - .
1. ' am an officer, employee, att Sl E G Verlﬁcatl%

2. All required actions described4 itigation-Plan-have-b pletadd and
3. The Registered Entity has provided or will provide data or information sufficient for the
Compliance Enforcement Authority to verify completion of the Mitigation Plan.

click here to print

Save and Action

Close

WY wECC
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Consolidated PNCs

= In Align, multiple PNCs can

Enforcement Processing Align For Entities v

be consolidated into the I i) &

MY OPEN FINDINGS

MONITO. REGI DATE . AN . . MODIFIED MODIFIED FINDING SEND oy
METHOD  UNIQUEID  SoTec olpwir.  REGISTRATION STANDARD REQ START CREAT i on STaTLS UPD..  MITIGATION
® oen 5. Mitigating
Enforcement Action record ’ -
Witigation Plan
2024-00063 412024 + e
5 . - Witigating
20 00mss e e + Actiities
2024-00058 2024 Seftleme Witigating
Activities
. 2024-00057 0o ed Mitigating
ation Activities
2024-00056 - Witigation Plan
(Consolidati e NERC Procsssing
Self-Log 2024-00055 42024 Find. Fix Tra Mitigating
L] L] ctivities
- . a Witigating
COnS O 1 a.te PN S ].S e o + Actiies
- - e e Witigation Plan
2024-00051 2024 c + i
2024-00050 2024 PNC + Mitigaling
L] L] Activities
2024-00044 . Witigating
Ca ure ln a S].n e ) - + Activities
A Witigating
20z oo N + Activities
S 2022-00050 /08 5 NE Revie + ijjga‘lig .
L]
n Orcement Ctlon - . N
INSTRUCTIONS
This is your Findings dashboard. From here, you can see the Dismissal
status of all the potential noncompliances associated with your m Preliminary Enforcement = ;
Registration(s). You can View those findings, and you can send a ey Broestic) c?:fl::g
Finding Update to provide your Region with more information e Closed
You can alzo access your Mitigation from this screen. A summary d comgletion af
Mitgation and any
of the process a Finding goes through is shown on the right Screen Confirmed Violation other Oblgations
Finding Process Summary -

¥ WwECC 32
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Consolidated Mitigation

Access the record for the consolidated PNC under the Consolidated
Mitigations tab

Mitigation Management v Align For Entities v

A~ My Draft Mitigations 4~ My Active Mitigations 4~ Mitigations in Verification 4~ Consolidated Mitigations 4~ Completed Mitigations NCRS5555 Test Company in WECC Editor 1~ (3

CONSOLIDATED MITIGATIONS

" REGION i DATE " REGIOM A._.. " " n MODIFIED MODIFIED
TYPE UNIQUEID & OR LRE REGISTRATION SUBMITTED STAND... REQ JURISDICT.. STARTD... STATUS CREAT... BY ON
Mitigating e MNRERREF et En Mame Channe in WES ™ y nna_o y WWE P ] e OE AT A ranenlidatad MCR355555 I s 14 14 A A
E—) Activities 2024-00060 VECC NCR55555 - Test Entity Name Change in WECC BAL-003-2 R4 VECC-US Ubi04/20.25 Consolidated Editor 1 VECC Edito Aielss

Pages 56-57 of User Guide Video 16 —Consolidated Mitigations
W wECC 33
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Secure Evidence Locker

= SEL security strategy —
Access control
Encryption
Isolation

Monitoring

Wf wecc
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Secure Evidence Locker

= All evidence and attachments for Enforcement and Mitigation
processing are provided through the SEL

= Reference IDs from Align tell the SEL where to save the evidence

= Entity users cannot access the back end —access only through
upload form

Evidence

Submit Evidence or Attachments related to this item via ERO Secure Evidence Locker (SEL) located at https://eusstg.eroenterprise.com/nerc-infrastructure with the following reference number:

WECC|NCR55555|V12024-00056|V12024-00056,M12024-00056,MS24-43895|BAL-003-2|R2.|

Wf wecc



NERC SEL Portal
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With your reference ID from Align navigate to the NERC SEL Portal.

Arena i i, A
nnnnnnnnn

Click

Validate

Secure Evidence Locker

Step 1 - validation

Entar a Aefarence 1D and click Validate™ 0 add naw evidence 1o your 5

Paste Reference'll)

Step 1 Slldauon

Regilon: AF
NCR: NCRDO168

Tags: POS2020

Step 2 - Upload Files

ental

3-2

Step 3 - Submit Evide

./, Valid Reference ID

CMEP Activity: PDS2021-00123¢

erce

L'pload Files

Individual File
upload limit:
100 MB
Multiple file
upload limit:
10GB

Manifest email upon successful upload

From: do-not-reply@nerc.com <do-not-reply@nerc.com>
Sent: Monday, September 27, 2021 2:32 PM

To: seltesting@nerc.com

Subject: Submission Receipt 09/27/2021 14:32:19

= Y
NERC 74
e e e ey S B
WORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION MIOWEST SELABIITY
OSCANTIATION Lo

Attached is the submission manifest receipt for your submission as of 09/]

File Name NCR CMEP Activity SELID SHA3-512 Signa
PDS Supporting Documentation-09-27-21.docx  NCR00168 PDS2021-001336 0902f2cfB0065/9a pxd49cKIdVONOR
Additional Information-09-27-21.docx NCROO0168 PDS2021-001336 090212¢1B0065/9b PKyMBvdsWRw

*Keep manifests as your record of
upload to the SEL.

36
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Secure Evidence Locker

= Manifests confirm successful upload

= Zip files and .exe files are not allowed for upload
= SEL hours—8:00 a.m.-10:00 p.m. EST

“M“ RE SEL Portal Guide EEE Video 17 —Submitting Evidence to the SEL

Wf wecc
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Resources

= These resources are available on NERC’s training site
(https://training.nerc.net/)
* NERC Align Training Videos
* Registered Entities: Align Enforcement and Mitigation User Guide
* Registered Entities: SEL Portal Guide

= Report any issues through NERC’s Helpdesk
« https://support.nerc.net

Wf wecc


https://training.nerc.net/
https://training.nerc.net/Home/ViewApplicationVideos?system=Align&role=Registered%20Entities
https://trn.nerc.com/User%20Guide/RE_Enf-Mitigation_UserGuide_20240719.pdf
https://trn.nerc.com/User%20Guide/RE_ERO_SEL_Portal_UserGuide.pdf
https://support.nerc.net/?AspxAutoDetectCookieSupport=1
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Additional Resources

= Update contact information
* CORES End User Guide (nerc.com) Chapter 2, Contact Roles

= Review and Approve Align Access Request

* Align User Guide - Registered Entity Request Access Process (nerc.com)

= Responding to Periodic Data Submittals
« PDS Reporting Guide.pdf (wecc.org)

Wf wecc


https://www.nerc.com/pa/comp/RegistrationReferenceDocsDL/Centralized_Organization_Registration_ERO_System_(CORES)_End_User_Guide_March2021Update.pdf#page=30
https://trn.nerc.com/User%20Guide/RE_TTT_User_Access.pdf
https://www.wecc.org/wecc-document/5316
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Closing

= Thank you for being here today!

= WECC is committed to helping everyone learn how to use this new
system, so please let us know whether we can help you with
anything

= Contact oversight@wecc.org for help

Wf wecc
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