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Overview

Take the next step to more effective internal control

• How Internal Control fits into the Risk-based Monitoring Framework

• Using Risks and Potential Failure Points to Identify the Need for Controls

• Selecting Controls

• Continuous Improvement
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What is an Internal Control?

Internal controls are the . . .
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• Processes 

• Practices 

• Policies or 

procedures 

• System 

applications, 

technology, 

and tools

To address 

risks 

associated 

with the 

reliable 

operation of 

its business

An entity 

employs
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Start With the Risk

Risk(s) /risk/

noun

Anything that jeopardizes 

achieving defined goals. 
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Why are we talking about controls?

Objective: Reliability

• Protection Systems

• Preventive Maintenance

Objective: Security

• Physical barriers

• RTA and RTM Encryption

Reliability & Security 

is the focus of NERC Standards
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Why Are We Talking About Controls?
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Risk

What  specific 
risk are you 

trying to control 
or mitigate?
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Why Are We Talking About Controls?

ERO Enterprise Risk-based Monitoring Framework

• When we monitor, we must consider the risk the entity poses to reliability 

and security

• Effective controls reduce entity risk

• Provides context for the engagement

• When noncompliance is found, controls are put in place to mitigate risk 

going forward
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Using Risks and Potential Failure Points 

to Identify the Need for Controls
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Reliability & Security Risks

• Enterprise Risk Management

• Compliance Monitoring and Enforcement 

Program Implementation Plan (CMEP IP)

• Western Interconnection Risk Register

• NERC Standards

• Industry groups
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http://chrome-extension:/efaidnbmnnnibpcajpcglclefindmkaj/https:/www.nerc.com/pa/comp/CAOneStopShop/ERO%20CMEP%20Implementation%20Plan%20v2.0%20-%202025.pdf
http://chrome-extension:/efaidnbmnnnibpcajpcglclefindmkaj/https:/www.nerc.com/pa/comp/CAOneStopShop/ERO%20CMEP%20Implementation%20Plan%20v2.0%20-%202025.pdf
https://www.wecc.org/wecc-document/13846
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Risk Analysis

Identify the processes or activities in your organization that 

address those objectives 

Map the current process into individual steps or tasks 

• What could go wrong?

• What measures are in place to prevent or detect errors, anomalies, 

malice, or noncompliance?

• How could someone bypass existing controls?
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Common Failure Points: Physical Access Approval

Consider 

• Hand-offs

• Exchanges of information/data

• Time constraints

• Tasks with no distinct owners
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Request 
Access

Verify 
PRA

Approve 
Access

Issue 
Badge

Physical Access Approval Process
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Please download and install the 
Slido app on all computers you use

What can go wrong with the 
physical access approval 
process?

ⓘ Start presenting to display the poll results on this slide.
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Common Failure Points: Facility Ratings
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Consider: 

• Manual processes

• External dependencies

• Changes

• Exceptions/non-routine actions

Inventory 
Equipment

Group into 
Facility

Determine 
Rating based on 

Methodology

Facility Ratings Process
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Please download and install the 
Slido app on all computers you use

What can go wrong with the 
Facility Rating process?

ⓘ Start presenting to display the poll results on this slide.
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Common Failure Points
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Information & 

Communication Flow

• Accuracy

• Access

• Timelines
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Selecting Controls
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Selecting Controls
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Selecting Controls
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Selecting Controls
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Objective: Prevent Intrusion by Bad Actor
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Fence

•Prevent

•Physical

•Technology

Security 
Guard

•Prevent or Detect 
or Correct

•Procedural

•People

Sign-in Sheet

•Prevent or Deter or 
Detect

•Procedural

•Process
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Procedural Controls

Procedures mitigate a risk: Lack of Knowledge

• Inconsistency

• Absences

• Turnover

Benefits

• Inexpensive and easy to implement

• Track process changes and exceptions

• Support processes that are performed infrequently
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Procedural Controls—What’s Missing?
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Pignoli

Ingredients
• 2 cans almond paste

• 2 egg whites

• 1 cup sugar

• powdered sugar

• egg white

• pine nuts

Directions
• Bake at 350 for 15 minutes
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Please download and install the 
Slido app on all computers you use

What is missing in this recipe?

ⓘ Start presenting to display the poll results on this slide.
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Procedural Controls—What’s Missing?

Purpose: How many cookies am I making?

Incomplete information/tribal knowledge: 

• What size is the can of almond paste?

• Which brand?

Step-by-step instructions: 

• Blend the almond paste, sugar, and egg whites in a double boiler.

• Remove from heat and cool.

• Knead on board sprinkled with powdered sugar.

• 3rd egg white is brushed on the cookie before rolling in pine nuts. 

• Refrigerate before shaping.

• Bake on parchment paper.
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Layering Controls

Procedural controls alone:

• Easy to circumvent 

• Susceptible to human error

• May not produce enough evidence to monitor the process
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Common Control Activities
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Prevent Detect Correct

People Training, 
communication, 
coordination

Peer review, manager 
review, performance 
review

Disciplinary actions, 
remedial training

Process Segregation of duties, 
action plans, checklists, 
triggers, 
identification/scoping, 
change authorization

Spot-checks, internal 
audits, inventory counts, 
field walkthroughs

Business continuity 
plans, updated policies 
& procedures, corrective 
action plans

Technology Access controls, 
firewalls, fence, 
Locks

Alarms, alerts, 
reconciliations, data 
integrity checks, 
monitoring

Patching, backups
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Continuous Improvement

“What is not defined cannot be measured. 

What is not measured, cannot be improved. ”

—Attributed to Lord Kelvin
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Documentation

Set up your program to be measured and reviewed

• Current state

• Evidence of performance

• Lessons learned
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Measurement
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Look for Indicators

• Frequency of errors/events

• High level of rework

• Length of time it takes to find issue

• Repeated root cause

• Performance vs. others

Periodic Assessment

• Have the risks changed?

• Are the risks sufficiently mitigated?
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Controls Assessment

Design

Implementatio
n

Effectiveness

Implementation
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Controls Assessment

Design Assessment

• Is the control designed to mitigate the identified risk?

• Is it reliable?

• Does it allow for exceptions?

• Does it operate quickly enough?

• Does it address potential human performance issues?

• Is information flow and communication addressed?

• Is monitoring built in?
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Controls Assessment Resources

Controls Guidance and Compliance 

Potential Failure Points

• https://www.wecc.org/program-

areas/compliance/compliance-united-states 

>Internal Controls Guidance and Compliance 

Failure Points

• Currently 25 standards

• Example activities and questions

33

https://www.wecc.org/program-areas/compliance/compliance-united-states
https://www.wecc.org/program-areas/compliance/compliance-united-states
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Controls Assessment

Implementation Assessment

• Do you have evidence the control was performed?

• SME interviews

• Demonstrations

• Examine documents and reports
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Controls Assessment

Final Step: Remediate Deficiencies

• When controls do not effectively accomplish objectives, either change 

control design or improve implementation

• Develop Corrective Action Plan by issue type and document it, oversee 

its completion and re-evaluate control after completion
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Program Maturity
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Take One Step 

at a Time
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Indicators of a Mature Program

• Executive support and culture of excellence

• Consistency across the organization

• Periodic Enterprise Risk Assessment

• Focus on improvement
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Contact:

www.wecc.org
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