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Internal Compliance Program

To have an effective compliance program

• Exercise due diligence to prevent and detect violations

• Promote an organizational commitment to compliance

FERC Penalty Guidelines (PL10-4-000)

An effective program

• Provides structure, accountability, consistency

• Reduces risk
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https://www.ferc.gov/sites/default/files/2020-08/September16-2010-Modified-Penalty-Guidelines-for-enforcement-cases.pdf
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Program Components
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An effective program “utilizes policies and procedures to give both content and 
effect to ethical norms and to mitigate risks identified by the company as part of its 
risk assessment process.”

DOJ Evaluation of Corporate Compliance Programs

https://www.justice.gov/criminal/criminal-fraud/page/file/937501/dl
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Program Components
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“Even a well-designed compliance program may be unsuccessful in practice if 
implementation is lax, under-resourced, or otherwise ineffective.”

“Effective implementation … requires those charged with a compliance program’s 
day-to-day oversight to act with adequate authority and stature.”
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Program Components
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An effective program has “a well-functioning and appropriately funded 
mechanism for the timely and thorough investigations of any allegations or 
suspicions of misconduct by the company, its employees, or agents.”
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Program Components
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An effective program uses “appropriately tailored training and 
communications … to ensure that policies and procedures have been integrated into 
the organization.”
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Program Components
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An effective program “requires a high-level commitment by company leadership to 
implement a culture of compliance from the middle and the top.”
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Program Components
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“One hallmark of an effective compliance program is its capacity to improve and 
evolve … over time to address existing and changing compliance risks.”
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Program Components
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Demonstrating Your Program

Self-Reports/Self-Logs

• Discovery and detective controls

• Facts and circumstances, extent of condition

• Root and contributing causes

• Risk and impact

Mitigation

• Remediation and corrective controls

• Preventive controls

Self-Report and Mitigation Checklist
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https://www.wecc.org/wecc-document/17321
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Demonstrating Your Program
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Weaker Performance

Stronger Performance
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Demonstrating Your Program

Audits and Spot-checks

• Processes and procedures

• Internal controls

• Documentation

• Lines of responsibility

• Communication and training

• Recommendations and Areas of Concern
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Demonstrating Your Program

• Outreach

• Program and controls testing

• Event analysis

• Misoperations

• Transmission and generation outages

• Modeling data validation

• And more
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Resources

▪ FERC Policy Statement on Enforcement

(PL-06-1-000) October 20, 2005

▪ “13 questions”

15

https://www.ferc.gov/sites/default/files/2020-06/PL06-1-000.pdf
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Resources

▪ FERC Revised Policy Statement 

on Penalty Guidelines

(PL10-4-000) September 17, 2010

▪ “7 factors”
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https://www.ferc.gov/sites/default/files/2020-07/RevisedPolicyStatementonPenaltyGuidelines.pdf
https://www.ferc.gov/sites/default/files/2020-07/RevisedPolicyStatementonPenaltyGuidelines.pdf
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Resources

▪ DOJ Evaluation of Corporate 

Compliance Programs

September 2024
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https://www.justice.gov/criminal/criminal-fraud/page/file/937501/dl
https://www.justice.gov/criminal/criminal-fraud/page/file/937501/dl
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Internal Compliance Program Attributes
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Governance

• Document compliance governance structure

• Document all compliance matters and follow reporting channels

• Integrate compliance and risk management

• Ensure adequate resources, knowledge, and skills

• Demonstrate culture of compliance

• Ensure sufficient and effective management oversight
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Policies & Procedures

• Implement code of conduct

• Design comprehensive policies and procedures

• Reinforce with operational internal controls 

• Update as needed and communicate changes

• Make documentation accessible and measure awareness

• Monitor vendor adherence to policies and procedures

• Activities completed more often than required is positive

• Completion of regular internal audits
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Training

• Implement communication plan and risk-based training for—

• Policies and procedures

• Lessons learned

• Misconduct

• Include all relevant personnel (employees, contractors, vendors)

• Measure training effectiveness and impact

• Compliance roles and responsibilities are established and documented

• Review and update as needed

• Multiple personnel responsible for tasks to ensure backups/business continuity

• Continuous NERC and CIP/O&P training
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Investigations

• Implement reporting program/hotline

• Investigate all reports

• Track and analyze outcomes

• Implement lessons learned
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Incentives

• Promote compliance through incentives

• Define consistent disciplinary measures

• Build incentives and consequences into vendor contracts
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Continuous Improvement

• Test, assess, and monitor compliance processes and performance

• Audit and test compliance controls

• Develop metrics and share results with stakeholders

• Monitor for new standard versions and integrate them

• Participate in collaboration forums and groups

• Review and update policies, processes, and procedures on a 
regular basis for accuracy and efficacy

• Monitor new Standards/Requirements
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Potential Noncompliance

• Investigate both noncompliance and near misses

• Perform root cause analysis and develop mitigation

• Perform risk assessment, including potential harm, mitigation 

factors, and interim risk

• Design, implement, and track corrective action plans

• Analyze root cause trends and integrate lessons learned

• Layer preventive controls and detective controls
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Contact:

www.wecc.org
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