Power Systems

Security Conference

Physical Security Schedule

Tuesday, August 12

8:00 a.m.

8:00 a.m.| Check-in and Continental Breakfast
9:00 a.m.| Welcome
9:15 a.m.| Keynote Message—Ben Miller, Chief Information Security Officer, Dragos
10:00 a.m. | Using Al in Security Cameras—Stephen Silva, Berkshire Hathaway Energy
11:00 a.m. | Networking Break
1115 am. Securing the Grid: What to Know About Physical Threats, Risks and Trends to the
Sector—Samantha Lee, E-ISAC
12:00 p.m.| Lunch Provided
1:00 p.m. Driving Orga‘nizational Resilience Through Secu.rity Technology and Leadership
Buy-In—Patrick Hensley, PG&E and Frank Gauthier, PG&E
2:00 p.m.| Managing Risk with Defense in Depth—Matthew Beaudry, CISA
3:00 p.m.| Networking Break
3:30 p.m.| PACS Maintenance and Testing—Joshua Rowe, WECC
4:30 p.m.| Adjourn

Wednesday, August 13
Continental Breakfast

9:00 a.m.

Physical and Cybersecurity Convergence (Can't We All Just Get Along?)—Matt
Hoffman, Snohomish County PUD

9:45 a.m.

Developing a Physical Hard Key Management Program—Joshua Rowe, WECC; and
John Puccioni, WECC

10:45 a.m.

Networking Break

11:00 a.m.

Physical Security Expert Panel Discussion

12:00 p.m.

Adjourn and Lunch Provided

Cybersecurity Schedule

Wednesday, August 13

8:00 a.m.

12:00 p.m. | Check-in and Lunch Provided

1:00 p.m. Volt and Salt Typhoon Living-off-the-Land (LOTL): The Rise of LOTLBins—Brad
Rhodes, DOE CESER

2:00 p.m. | Overview of Cyber Crime Trends—Juan Garcia, FBI

3:00 p.m.| Networking Break

. Operating Through Cyber Compromise: A View of Cybersecurity From the Control

3:30 p.m. .
Center—Samuel Chanoski, INL

4:30 p.m. | Adjourn

5:00 p.m. | Salt Lake Dine-Around

Thursday, August 14

Continental Breakfast

9:00 a.m.

CISA Cybersecurity Resources—Richard Gardner, CISA

10:00 a.m.

An Overview of the Cyber Threat Landscape Faced by North American Asset
Owners & Operators—Zachary Fields, E-ISAC

10:45 a.m.

Networking Break

11:00 a.m.

Project 2016-02 Security-Related Modifications to CIP Standards FAQ—Morgan
King, WECC

11:45 a.m.

Substation Virtualization: Balancing Innovation & Security in Modern Power
Systems—Dakota Robertson, INL

12:30 p.m.

Lunch Provided

1:30 p.m.

Developing a Risk Management Program—Scott Brooksby, WECC

2:15 p.m.

Essential Cybersecurity Considerations for Power Systems—Treigh Pedroche,
WECC

3:00 p.m.

Networking Break

3:30 p.m.

Cybersecurity Expert Panel Discussion

4:30 p.m.

Adjourn



https://www.wecc.org/meetings/18376-wecc-power-systems-security-conference

