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Available 
now on 

WECC.org!

https://www.wecc.org/wecc-document/13471
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August 20-21, 2024

https://www.wecc.org/meetings/12946-grid-fundamentals


<Public>

https://www.wecc.org/meetings/12951-enforcement-fundamentals
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https://www.wecc.org/meetings/13136-reliability-security-workshop
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Antitrust Policy

▪ All WECC meetings are conducted in accordance with the WECC 

Antitrust Policy and the NERC Antitrust Compliance Guidelines 

▪ All participants must comply with the policy and guidelines

▪ This meeting is public—confidential or proprietary information 

should not be discussed in open session 
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Antitrust Policy

▪ This webinar is being recorded and will be posted publicly 

▪ By participating, you give your consent for your name, voice, 

image, and likeness to be included in that recording 

▪ WECC strives to ensure the information presented today is 

accurate and reflects the views of WECC

▪ However, all interpretations and positions are subject to change 

▪ If you have any questions, please contact WECC’s legal counsel 
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Participating

9

Send questions via chat to WECC Meetings

Use the “raise hand” feature
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Agenda

▪ Cold Weather

• Curtis Crews, Senior Technical Advisor, WECC

▪ Standards Feedback Team

• Donovan Crane, Senior Engineer, Standards, WECC

▪ IBR Registration Initiative

• Abby Fellinger, Senior Registration & Certification Engineer, O&P, WECC

▪ CIP-010 Change Management Controls

• Madison Schlosser, CIP Compliance Specialist, El Paso Electric Company

• Luis Rodriguez, El Paso Electric Company

▪ Controls Guidance and Compliance Potential Failure Points

• Molly Elliott, Senior Technical Analyst, Oversight Planning
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Ballots/Comments Recently Closed 8-12-2024

▪ NERC Project 2020-02 – Draft 3—PRC-029-1 (Ride-through)

• Yes vote, with R4 and IP suggestions

▪ NERC Project 2020-06 – Draft 3—IBR Glossary Term

• Yes vote, we support definition and effort

▪ NERC Project 2023-02 – Draft 3—PRC-030-1

• Yes vote. Wording clarification requested. Does Noncompliance Cascade?

▪ NERC Project 2021-04 – Draft 4—PRC-028-1

• Yes vote. Definition ambiguity, IP mapping questions
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NERC Project 2020-02 – Draft 3—PRC-029-1 (Ride-through)

▪ Seeking some clarification / tech writing issues

▪ Good consistency on term usage

▪ R4 could be brought out of standard and into implementation plan

▪ Voted Yes on standard with the suggestions
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NERC Project 2020-06 – Draft 3—IBR Glossary Term

▪ We support the definition.

▪ We appreciate the effort, will there be examples so that there is no 

question between Oversight and Entities?

▪ Voted Yes.
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NERC Project 2023-02 – Draft 3—PRC-030-1

▪ Questions about the word “Implement” in the standard.

▪ Does R2 Failure lead to auto R3 and R4 Failure? 

▪ Voted Yes with clarification questions.
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NERC Project 2021-04 – Draft 4—PRC-028-1

▪ IBR Unit defined in a footnote only?

• Will this go in the glossary or only standard-specific?

▪ “Commercial Operation” is not defined and can be ambiguous in the 
Standard.

• Without the defined term it allows different entities to have different definitions.

▪ Should “ride-through” be capitalized in 1.2 and 1.3?

▪ If May is the month that must be identified, the IP should not simply say 
“May 2026,” it should say “May 1, 2026.”

▪ Voted Yes with comments and questions for clarification.
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Implementation Plan Mapping

▪ The Standards balloted are potentially tied together and require 

clarity for when their parts will be implemented

▪ WECC requested an Implementation map from NERC so that it 

can be clearly seen how and when each part will be implemented
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Registration Milestones

▪ On June 27, 2024, FERC issued an order approving the Rules of 

Procedure revisions, subject to submitting a compliance filing.

▪ NERC is currently in Phase 2 of the registration milestones 

identified in the FERC-approved work plan. 
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https://elibrary.ferc.gov/eLibrary/filelist?accession_number=20240627-3033&optimized=false
https://www.nerc.com/AboutNERC/Pages/Rules-of-Procedure.aspx
https://www.nerc.com/AboutNERC/Pages/Rules-of-Procedure.aspx
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Request for Information 

▪ On July 9, 2024, NERC issued a Request for Information (RFI) to 

registered Transmission Owners and Balancing Authorities to 

identify entities that meet the registration criteria contained in the 

FERC-approved revisions to the Rules of Procedure.  

• Information provided will be used to contact IBR candidates for purposes 

of education on NERC and the E-ISAC, registration, Reliability Standards, 

etc.
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https://www.nerc.com/Pages/default.aspx
https://www.eisac.com/s/about-the-eisac
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Request for Information (Cont.)

Attention Transmission Owners and Balancing Authorities

▪ RFI Responses are due to your applicable Regional Entity 
(registration@wecc.org) by September 20, 2024.

• Fill out each field in the RFI spreadsheet, which may include contact information 
for Category 2 entities or Not Applicable (N/A). If this request is Not Applicable, 
please include the following confirmation notification in the Notes section of the 
RFI spreadsheet:

“Our entity does not have any non-BES IBRs meeting the criteria that are either (1) 

owned by our organization or (2) resources connected to our system that are 

owned by other entities. This submission addresses resources currently in-service 

and those expected to be in-service by May 2026.”
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mailto:registration@wecc.org
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Request for Information (Cont.)
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RFI contains five tabs ->
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Communications Efforts

▪ Current communications 

products: 

• Strategic Communications 

Plan 

• Quick Reference Guides 

• FAQs 

• Fact Sheets 

• Quarterly Updates 

• WECC IBR website posts
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https://www.nerc.com/pa/Documents/IBR_Quick%20Reference%20Guide.pdf
https://www.nerc.com/comm/RSTC/Documents/Frequently_Asked_Questions_-_Rules_of_Procedure_Approach_to_Registration_of_Unregistered_IBRs.pdf
https://www.nerc.com/news/Documents/March%202023%20NERC%20Fast%20Facts.pdf
https://www.nerc.com/pa/comp/RegistrationReferenceDocsDL/Q2%202024%20IBR%20Registration%20Initiative%20Update.pdf
https://www.wecc.org/sites/default/files/documents/communications/2024/IBR%20Registration%20Initiative.pdf
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CIP-010 Change Management Controls



▪ Introduction

➢ Background on EPE

➢ Internal Compliance Program at EPE

➢ ICDCT 

▪ Control Objectives 1, 2, & 3

▪ CIP-010 Change Management Controls at EMSS

➢ Workflow

Agenda



El Paso Electric Company

▪ Functional Registrations: BA, DP, GO, GOP, PA/PC, RP, TO, TOP, TP, TSP

▪ Subject to Regional Entity(s): WECC

▪ Generation Capability: Local Gen - 1,458 MW; 4 Plants- 3 West Texas and 1 Plant-New Mexico 

(includes 12.24 MW renewable resources)-Remote Gen-633 MW from Palo Verde

▪ Peak Load: 2316 (Year 2024)

▪ Miles of BES Transmission: Approx. 1,180 miles of 345 kV and 517 miles of 115 kV

▪ Control Center: 2

▪ Approximate Electric Customers Served: 460,000

Introduction



▪ Internal Compliance Program (ICP)

➢ ICP-001 – Program Management

➢ ICP-002 – Preventive control

➢ ICP-003 – Detective control

➢ ICP-004 – Corrective control

➢ ICP-005 – Training

➢ ICP-006 – Internal auditing + Audit Prep

➢ ICP-007 – Industry watch and communications

▪ ICDCT

Introduction



Control Objectives

Ensure that all changes 

follow the proper change 

management process, 

which includes proper 

testing, review, approval, 

and documentation of 

updated baselines.

Ensure that software 

source and integrity are 

verified prior to any 

changes.

Ensure that changes do 

not adversely impact CIP-

005 and CIP-007-related 

controls.



▪ Workflow via ITSM (IT Service Management)

▪ Separation of duties:

▪ Requesting Engineer – Submits Change Request (CR) & Evidence

▪ Cyber Security (CS) Team – Reviews CR & Evidence

▪ Change Approval Board (Management) – Approves CR & Evidence 

CIP-010 Change Management Controls at EMSS



Step 1: Details 
Requesting Engineer populates

▪ Summary – General description with date 

   (Upgrade, onboarding, etc.)

▪ Description – Include links to evidence

▪ CIP – Non-CIP, Significant, Trackable

▪ Type – Standard, Minor, Significant, Major,           

       Emergency

▪ Category – Type of System

▪ Risk Level – Automated from Risk Level tab

▪ Impact – Individual, Department, Company/VIP

▪ Urgency – Low, Medium, High

▪ Priority – Automated from urgency

▪ Start Date – Expected start date of change

▪ End Date – Expected completion date of change



Step 2: Additional Details

Requesting Engineer populates

▪ Technical Analysis

▪ Backout Plan

▪ Test/Verify Plan – Testing plan in QA

▪ Test/Verify Results – QA Testing Results & evidence 

▪ Acceptance Criteria



Step 3: Risk Level

Requesting Engineer populates



Step 4: Pre-Assessment
Requesting Engineer populates & signs

▪ Verify impact (includes CIP-005 and CIP-007 controls)

▪ Provide evidence of:

➢ Current state of the device or software to be changed

➢ Software source and integrity verification evidence

➢ Any other evidence as applicable.

▪ Once signed and completed, CR moves to “Requested” and 

a task is created for CS Team to review



Step 4a: Review
Cyber Security Team reviews and signs

▪ Change Approval Board notified via email and task is created

▪ 1 approval is required

▪ Once change is approved, CR status moves to “Scheduled”

➢ Engineer(s) can proceed with the change

▪ Verify successful confirmation of testing in QA 

environment 

▪ Once reviewed and signed, CR status moves to 

“Pending Approval” 

Change Approval Board approves



Requesting Engineer populates and signs

Step 5: Test Procedure

▪ CR status is moved to “Implemented” 

▪ Verify and document impact to CIP-005 and CIP-007 

controls

▪ Provide evidence of:

➢ System state post-change

➢ Confirmation of successful system validation

➢ Any other evidence as applicable

▪ Once signed and completed, a task is created for CS 

Team to review to verify evidence and update baselines 

as applicable



▪ Once reviewed and signed, CR status is moved to “Closed”

▪ Change control process is complete

Step 5a: Review
Cyber Security Team reviews and signs



Questions
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Controls Guidance and Compliance Potential Failure Points

▪ For WECC entities

▪ Starting point in assessing risk and designing appropriate internal 

controls

▪ Examples of control activities based on good practices 
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Controls Guidance and Compliance Potential Failure Points

▪ 19 Documents

▪ CIP-010-4 is on the way

42
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Controls Guidance and Compliance Potential Failure Points

▪ New website: Slightly new look

• Program Areas > Compliance > 

United States

▪ Refresh your links

▪ https://www.wecc.org/program-

areas/compliance/compliance-

united-states

43

https://www.wecc.org/program-areas/compliance/compliance-united-states
https://www.wecc.org/program-areas/compliance/compliance-united-states
https://www.wecc.org/program-areas/compliance/compliance-united-states
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September 19, 2024, 2:00 p.m. MT

https://www.wecc.org/meetings/13026-reliability-security-oversight-monthly-update
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Follow and engage!

@weccreliability

https://www.linkedin.com/company/wecc.org/
https://www.linkedin.com/company/wecc.org/
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