
RRC Risk Process Flow

An
al

ys
is

Id
en

tif
ic

at
io

n
Ev

al
ua

tio
n

Tr
ea

tm
en

t
R

ec
or

di
ng

 &
 R

ep
or

tin
g

Root Cause(s) of the risk 
are identified and 

entered into the RRC 
Risk Register

Risk is screened by 
WECC and the form is 

reviewed for 
completeness and basic 

understanding

Risk is removed from Register 
and all information is archived

Yes

Risk Identified

Risk Form 
Submitted to WECC Submitter is contacted 

for more information
No

Likelihood and Consequence are 
entered for initial events or  
updated for current risks

Risk Register is updated to 
determine Risk Severity 

Risk Register is confirmed to be 
updated with the changes and 

determinations are documented 

RRC Steering Group meets to review updates to the risk 
register before the next RRC meeting (see note below) 

RRC-SR will:
 Review new items
 Determine any clarity, additional information needed, and ranking to new or existing items
 Identify any presentations on items to be done at the RRC meeting
 Assign any actions as needed 

Information and updates about current 
mitigating activities are recorded 

(Any new activities identified will be recorded 
and reviewed by the RRC further in the process)

RRC reviews updates to the risk register and agrees on the next 
course of action for each risk as it progresses through the process 

(see note below)  

Yes

Yes

Yes

Yes

RRC determines any additional information required 
(detailed or high-level) to proceed to the next step, agree 

who will perform the work (ex., WECC Committee, 
Advisory Group, National Lab, NERC), any additional 
assignments needed, and document rationale for 

decisions made   

Staff determined the  
form is complete and has 
a basic understanding of 

the risk?

RRC agrees the context of 
the risk is understood?

RRC agrees the initial or 
current risk severity is 

correct?

RRC agrees the initial or current 
risk evaluation results, ranking, 
and categorization are correct?

RRC agrees that the
 Mitigation deployment is correct, and 
 The mitigation has been effective to reduce 

the risk to the expected or acceptable level of 
reduction

Process Ends for 
individual Risk

No

Does the event pass 
the screening?

Yes

Additional information may be obtained 
from other groups or SMEs to help make 

the initial determinations. If additional 
information is not available, anything 

missing will be flagged to complete the form 
and move the risk through the process

Additional 
information 
provided?

NoYes

No

New or updated 
information is entered into 
the RRC Risk Register and 
supporting documentation 

is saved

Current mitigating activities are 
identified and evaluation criteria 
is performed and proposed for 

new events or updated for 
current risks

Risk is categorized with existing 
list in the register or a new 
category will be proposed

Risk ranking is performed or 
updated

Identify potential mitigations and 
their expected reduction of the 
risk through those actions, and 
determine actions to be taken 

based on this work 

Risk Register is confirmed to be 
updated with the changes and 

determinations are documented 

At the meeting the RRC will:
 Review new items including the assessment and risk rankings 
 Receive updates on current actions and risks being monitored
 Assign new actions as needed
 Annually approve the Risk Register rankings

Process 
Starts 

RRC may determine to perform a review on the Risk 
Treatment identified and determine if any changes need 

to be made (ex., additional mitigating actions, more 
information to monitor the risk). The RRC may delegate 

this responsibilities.

No

Yes

RRC agrees to the justification from the screening 
to not include the risk in the register (ex., already 
identified risk or can be mitigated through existing 
activities)

No

No

No

Risk Register is confirmed to be 
updated with the changes and 

determinations are documented

Stakeholders WECC Staff
Stakeholders and/or 

WECC Staff
Automated 
(Calculated)

Responsibility Color Code


