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What Will You Learn and Why it Matters

 Learn from industry about best practices for:
• Narrative preparation

• Evidence packaging

• Working across multiple platforms

 Best practices help you succeed at audit
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Audit & Readiness Assessment

 Audit preparation starts six to 18 months before the start of the audit

 Assign Subject Matter Experts (SMEs) audit tasks

 Maintain Regional evidence tools (CIP Evidence Request Tool, O&P Evidence 
Spreadsheet)

 Three potential options for mock audits and readiness assessments:

• Internal Peers (SME to SME)

• Third Party Consultant

• Industry External Peers
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Audit Logistics

 Reserve conference rooms for meetings, training sessions, mock 
interviews and audit interviews

 Test conference room technology and document settings for quick 
reference

 Coordinate with SMEs and management to ensure their availability 
during the audit engagement

 Communicate and plan with WECC regarding site visits
 Participate in the WECC workshops and WICF audit panels for latest 

information regarding audit activities, expectations, and lessons learned
 Document lessons learned throughout the audit engagement
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Communication Plan

 Compliance SharePoint site used for storing audit documentation 
and accessible to approved SMEs

 Communicate to all applicable stakeholders (SMEs, senior 
leadership, legal, etc.)

 Establish communication milestones
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Interview Preparation

 Practice interviews as part of a mock audit

 Identify primary and backup SMEs for in-scope Standards 

 Provide training to prepare SMEs, promote comfort in interview 
settings, and familiarize with digital resources

 Use the WECC Controls Guidance and Common Failure Points to 
prepare for potential internal control questions

 Prepared for remote, hybrid or on-site interview environments
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Request for Information

 Assign a data request coordinator

 Train SMEs and their managers on the RFI process

 Create a template for RFI responses

 The process for completing RFI’s was documented in a workflow 
prior to audit
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Compliance Narrative & Evidence Collection

 Prepare compliance narratives and evidence in an ongoing manner

 Describe how you ensure compliance with the requirement and 
internal controls

 Compliance narratives are reviewed by a third party, compliance 
team, and legal

 Adapt RSAWs to fit into Align

The goal is to effectively demonstrate compliance and assist in 
reducing RFIs and interview questions.
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CIP Evidence Request Tool

 Prepare the ERT one year in advance (anticipate the most current 
version)

 Provide a narrative file for each Level 1 and Level 2 requests

 After CIP ERT submission, expect L2 Request for Information 
within five days or reach out to WECC
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Narrative File Example 1

 Example of a simple response to an ERT RFI (Level 1)
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Narrative File Example 2

 Example of a more complex response to an ERT RFI (Level 2)

12



<Public>

Align & SEL Lessons Learned

 Review WECC Align training prior to audit

 Check Align and SEL access permissions

 Compliance narratives in Align vs. RSAWs

 Large files must be separated into multiple files in SEL

 Notify WECC when evidence is uploaded to SEL

 No major issues using Align and SEL, although, Align was down 
for maintenance for several hours during the audit
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Trust, Relationship, Positive Interactions

 Audit Team Leads presented status for each Requirement in daily 
debrief meetings

 WECC provided sufficient time to respond to RFIs and was flexible 
when more time was needed 

 Virtual demonstrations of in scope processes reinforced WECC’s 
need to understand the entity’s complete program

 Lunch with WECC team on site visits
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Feedback to WECC

 A link to the NERC Post Audit Feedback Survey is included in 
Compliance Audit Preliminary Findings presentation at the end of 
every audit

 Is encouraged for all phases of audit

 Helps improve WECC processes
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Contact:

www.wecc.org
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