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What You Will Learn and Why It Matters

In this session, we will cover some key areas to launch you on your transition to new 
versions of most CIP Standards.

Background of Project 2016-02
Status on FERC approval and timeline
Early adoption
Backward compatibility

It is a challenge for standards to keep up with the pace of technology change; the 
changes in Project 2016-02 will give entities more flexibility in their technical 
implementation of CIP controls and, in a sense, “future proof” the CIP Standards.

New and modified definitions in the NERC Glossary of Terms
Transition from network perimeter to security perimeter
Development of Implementation Guidance
Possibility of Small Group Advisory Sessions
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Background
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Project 2016-02 Modifications to CIP Standards

https://www.nerc.com/pa/Stand/Pages/Project%202016-02%20Modifications%20to%20CIP%20Standards.aspx
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What main constraints and 
limitations does Project 2016-02 

seek to address?
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New Versions of Standards

CIP-002-7 CIP-003-10 CIP-004-8 CIP-005-8

CIP-006-7 CIP-007-7 CIP-008-7 CIP-009-7

CIP-010-5 CIP-011-4 CIP-013-3
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Project 2016-02 began more than 
eight years ago. What have been 

the main challenges?

May 9, 2024: approved by NERC.

July 10, 2024: filed with FERC.
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Entities may choose to adopt the 
revised Standards early. What 

does early adoption mean? Can I 
pick the date?
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Early Adoption
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Implementation Plan ― Project 2016-02 Modifications to CIP Standards

https://www.nerc.com/pa/Stand/Project%20201602%20Modifications%20to%20CIP%20Standards%20DL/2016-02%20Virtualization%20Implementation%20Plan_clean_04032024.pdf
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Are the revised Standards 
backward compatible?

Will I need to virtualize?
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Backward Compatibility

 Entities need not virtualize

 Compliance implementation will change for CIP-010-5, whether 
entities virtualize or not
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Virtualization and Future Technologies ―  Project 2016-02 Standards Drafting Team: What’s in it for me?

https://www.nerc.com/pa/Stand/Project%20201602%20Modifications%20to%20CIP%20Standards%20RF/2016-02_Virtualization_Future_Technologies_White_Paper_04232020.pdf
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There are four new NERC defined 
terms? What are they and why do 

we need them?
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Cyber System One or more Cyber Assets, Virtual Cyber Assets, or Shared Cyber Infrastructure.

Management 
Interface

An administrative interface that:
• Controls the processes of initializing, deploying, and configuring Shared Cyber Infrastructure;
• Is an autonomous subsystem that provides access to the console independently of the host system’s CPU, 

firmware, and operating system; or
• Configures an Electronic Access Point.

Shared Cyber 
Infrastructure 
(SCI)

One or more programmable electronic devices, including the software that shares the devices’ resources, that:
• Hosts one or more Virtual Cyber Assets (VCA) included in a BES Cyber Systems (BCS) or their associated 

Electronic Access Control or Monitoring Systems (EACMS) or Physical Access Control Systems (PACS); 
and hosts one or more VCAs that are not included in, or associated with, BCS of the same impact 
categorization; or

• Provides storage resources required for system functionality of one or more Cyber Assets or VCAs 
included in a BCS or their associated EACMS or PACS; and also for one or more Cyber Assets or VCAs 
that are not included in, or associated with, BCS of the same impact categorization.

SCI does not include the supported VCAs or Cyber Assets with which it shares its resources.

Virtual Cyber 
Asset (VCA)

A logical instance of an operating system or firmware, currently executing on a virtual machine hosted on a BES 
Cyber Asset; Electronic Access Control or Monitoring System; Physical Access Control System; Protected Cyber 
Asset; or Shared Cyber Infrastructure (SCI). Virtual Cyber Assets (VCAs) do not include:

• Logical instances that are being actively remediated in an environment that isolates routable connectivity 
from BES Cyber Systems;

• Dormant file-based images that contain operating systems or firmware; or
• SCI or Cyber Assets that host VCAs.

Application containers are considered software of VCAs or Cyber Assets.
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Are the definitions for Electronic 
Security Perimeter, Interactive 

Remote Access, and Intermediate 
System going to change?
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Changes in CIP-005-8 allow more 
flexibility for virtual networks and 
software-defined networks (SDN).  

What is SDN? Could you share 
some perspective on what this 

change could mean in practice?
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DRAFT Cyber Security – Electronic Security Perimeter(s) Technical 
Rationale and Justification for Reliability Standard CIP-005-8

https://www.nerc.com/pa/Stand/Project%20201602%20Modifications%20to%20CIP%20Standards%20DL/2016-02_CIP-005-8_Technical_Rationale_clean_10032023.pdf
https://www.nerc.com/pa/Stand/Project%20201602%20Modifications%20to%20CIP%20Standards%20DL/2016-02_CIP-005-8_Technical_Rationale_clean_10032023.pdf
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What are affinity rules in 
virtualization and why are they 

important for CIP?
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DRAFT Cyber Security – Electronic Security Perimeter(s) Technical 

Rationale and Justification for Reliability Standard CIP-005-8

https://www.nerc.com/pa/Stand/Project%20201602%20Modifications%20to%20CIP%20Standards%20DL/2016-02_CIP-005-8_Technical_Rationale_clean_10032023.pdf
https://www.nerc.com/pa/Stand/Project%20201602%20Modifications%20to%20CIP%20Standards%20DL/2016-02_CIP-005-8_Technical_Rationale_clean_10032023.pdf
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What is the focus of the 
Implementation Guidance that 

WICF is writing? Why not a 
practice guide?
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Implementation Guidance

 A dozen members from WICF, WECC, NERC, and the Drafting 
Team are writing Implementation Guidance for CIP-010-5 R1, 
Parts 1.1 and 1.4.

 The team will focus on multiple scenarios covering automation 
and virtualization.
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Release to WICF and 
Drafting Team for 

review and comment

Submit to ERO Regions 
and NERC for 
endorsement
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NERC One-Stop Shop ― Compliance Guidance

https://www.nerc.com/pa/comp/guidance/Pages/default.aspx
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What are Small Group Advisory 
Sessions? How could they be 

helpful for entities?
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Contact:

www.wecc.org
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