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Why CIP-014 Matters

A confidential E-ISAC 
report shows that physical 
attacks on the electric grid 
increased by 71% in 2022 

from 2021.

Shootings at two 
substations in Moore 

County, North Carolina, cut 
power to 45,000 people.

A Christmas Day attack on 
four substations in the 

Pacific Northwest cut power 
for 14,000 customers.

In the Western 
Interconnection in 2023, 
there were 107 physical 

security incidents reported 
through the DOE-417 

process.

In June 2023, an attack on 
two hydroelectric dams in 
the Hells Canyon Complex 

interrupted service and 
caused more than $200,000 

in damage.
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Topics for the Panel

Background
• FERC Order
• Standard Authorization Request for CIP-014-4
• Update on the CIP-014-4 ballot process

CIP-014 Reliability Studies
• Perspectives on complete loss of service
• Considerations for load loss criteria

Adjacency, Proximity, and Line of Sight
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FERC Order
Standard Authorization Request

Ballot Process
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Could you summarize the key 
points in FERC’s order to evaluate 

the effectiveness of CIP-014?
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What reliability and security 
benefits does Project 2023-06 seek 

to provide?

8



<Public>



<Public>

Where are we today in the ballot 
process for CIP-014-4?
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Reliability Studies
Complete Loss of Service

Load Loss Criteria
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Reliability Studies
Complete Loss of Service

Load Loss Criteria
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What is the difference between 
transient and dynamic stability 
studies? Why is it important to 

include dynamic stability studies in 
a CIP-014 risk assessment?
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Could you describe for a beginner 
what delayed clearing is and why 
it is an important assumption in 

CIP-014 reliability studies?
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I already have TPL Planning 
Assessments―am I done?
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It would be so unlikely to 
experience an instantaneous event 

that faults an entire substation 
and causes protective relays to 
remove it from the system. Do I 
need to study such a scenario?
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Can NERC provide criteria for the 
threshold of load loss I need to use 

for my studies?
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Adjacency
Proximity

Line of Sight
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Are adjacency and proximity the 
same thing?

Do they imply being electrically 
connected?
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I own a non-critical substation 
adjacent to another entity’s 

critical substation. How do I study 
this scenario? 
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Is the definition for line of sight in 
the FAC-003-5 Standard for 

Transmission Vegetation 
Management applicable to attack 
scenarios for physical security?  
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What kind of distances are we 
talking about for advanced optical 

technologies and the latest 
targeting equipment? 
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Could you share your perspective 
on coordinated multi-point attacks 
and exploiting multiple adjacent 

substations simultaneously?  
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