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February 27-28, 2024
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Antitrust Policy

▪ All WECC meetings are conducted in accordance with the WECC 

Antitrust Policy and the NERC Antitrust Compliance Guidelines 

▪ All participants must comply with the policy and guidelines

▪ This meeting is public—confidential or proprietary information 

should not be discussed in open session 
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Antitrust Policy

▪ This webinar is being recorded and will be posted publicly 

▪ By participating, you give your consent for your name, voice, 

image, and likeness to be included in that recording 

▪ WECC strives to ensure the information presented today is 

accurate and reflects the views of WECC

▪ However, all interpretations and positions are subject to change 

▪ If you have any questions, please contact WECC’s legal counsel 
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Agenda

▪ Protection System Coordination Internal Controls

• Matthew Westerdale, Electrical Engineer, USBR
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Participating
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Send questions via chat to WECC Meetings

Use the “raise hand”feature



PRC-027 Internal Controls
WECC Webinar
Presented by: Matt Westerdale, P.E.

Electrical Engineer, Bureau of Reclamation



Bureau of Reclamation

• Established in 1902

• Over 50 hydroelectric 
powerplants across 5 regions

• Over 14,750 MW of capacity

• Thousands of protective relays!



PRC-027 Purpose and Requirements

• To maintain the coordination of Protection Systems installed to detect 
and isolate Faults on Bulk Electric System (BES) Elements, such that 
those Protection Systems operate in the intended sequence during 
faults.
• R1 – establish a process for developing protection system settings

• R2 – three options to trigger a protection system coordination study
• Time interval not to exceed 6 years

• 15% or greater deviation in fault current values

• R3 – use the process established in R1



PRC-027 Processes and Internal Controls

• Short circuit model review, updates, and data transmittal with 
neighboring entities

• Protective Relay Setting Development and Review

• Protective Relay Database

• Peer Review Process

• Compliance Documentation



Relay Setting Development –
Model Review and Updates

• Initiating Event – Five-year review, system event, or new equipment

• Information Gathering:
• As Left Relay Settings 

• Drawings, Wiring, and I/O Information

• Equipment Ratings and Impedance Information 

• Protection System information from neighboring entities (e.g., 
Transmission/Generator Owner)

• Develop/update facility and system models
• Peer Review of Updated Models – ensure calculations are not based on 

inaccurate data!



Relay Setting Development –
Basis of Settings

• Report or write-up detailing why settings are set at specific values

• Summary and findings of setting calculations, simulations, and 
coordination studies

• Summary of existing and proposed protection system settings

• Other NERC standard PRC compliance documentation updates



Relay Setting Development –
Documentation

• Centralized Relay Database:
• Relay device information and application descriptions

• As left relay setting files and test reports

• Instrument transformer and other equipment ratings

• Version control management and historical timeline of changes, tracking for 
proposed relay setting changes yet to be implemented

• Correspondence 

• Protection system and equipment information from neighboring entities

• Query and Generate Reports for Relay Database Information



Peer Review



Proposed Settings Correspondence

• Summary of proposed protection system changes and the reason for 
the proposed changes

• Model/Equipment Updates

• Relevant Files:
• Protection System Setting files (existing and proposed)

• Relay Event Records

• Calculation Sheets

• Contact Information and Planned Scheduling Information



Points of Contact

• Develop and maintain points of contact at neighboring entities that 
are responsible for reviewing protection system settings.

• May also include compliance or other non-technical personnel.

• Improves correspondence response time and can assist with future 
system event analysis or issues.



PRC-027 Correspondence Summary

• Created after the proposed settings correspondence is completed.

• Provides a summary of the applicable coordination work, discussion 
with neighboring entity, and other relevant documentation.

• Can be searched by date and facility, assists compliance personnel for 
audit purposes. 



Final Peer Review



Example Single-Line

• Generator Protection
• 21 Elements

• Transformer Protection
• 51 Elements

• Substation Protection
• 21 Elements

• 50/51/67 Elements

• Communication Schemes

• Reclosing



Example

• New generator step-up transformer being installed to account for a 
generator rewind and uprate for generator #1.
• New transformer – nameplate, test, and impedance data

• Generator uprate – size and machine/impedance parameters

• Review of protection system settings performed and peer reviewed:
• Resulted in proposed changes to the generator 21 elements and transformer 

51 elements.

• Proposed setting files developed, and correspondence begins with 
neighboring utility.



Hello Utility,

I am sending this correspondence to communicate planned protection system setting changes at 
our facility for NERC standard PRC-027 compliance.  To accommodate the generator #1 uprate and 
transformer replacement, we are planning on making adjustments to our generator protection 21 
phase distance elements and transformer protection 51 elements, which could operate for faults in 
the nearby 230 kV system.  We have adjusted them to maintain backup protection to the zone 2 
time-delayed distance elements in your substation transmission line relays. 

I have attached the existing and proposed setting files for comparison purposes, the new 
transformer nameplate information, generator machine data, and an updated short-circuit model 
for our facility.  

Please confirm that you have received this message and if you have any comments or concerns 
regarding the proposed settings.  We are planning on implementing these changes later this fall.

Regards,

Matt



Hello Matt,

I have received your proposed settings and plan to review them in the next couple of weeks.  I will 
let you know if I have any comments.

Regards,

Utility



1 week later…

Hello Matt,

I incorporated your model updates into our system model and upon reviewing your proposed 
settings, I noticed that your zone 2 phase distance element could operate for a fault just beyond 
the next substation for a n-1 contingency scenario.  While your zone 2 element still would trip after 
our relay, I would like to propose increasing your zone 2 time delay by an additional 15 cycles to 
provide a larger interval from the operating time of our relays based on my coordination study.  I 
have attached the details of this contingency scenario and coordination results.  

Please let me know how you would like to proceed.

Regards,

Utility



Hello Utility,

I concur with your results and accept your proposal of increasing the zone 2 time delay for the 21 
element in our generator relays to provide additional margin.  I have attached updated relay setting 
files to document this change. 

Regards,

Matt

----------------------

Hello Matt,

I received the updated setting files and have no further comments on the proposed setting files.

Regards,

Utility



PRC-027 Requirement 1



Relay Database PRC-027 Entry



Relay Database Setting Tracking

• Monthly tracking of pending setting changes and what PRC standard 
documentation updates are necessary when they are implemented.



Next Steps

• Add planned implementation schedules to improve tracking of relay 
database entries.

• Assign tasks and routing of peer review processes and steps, improve 
workload tracking capabilities.

• Automating protection system compliance documentation to 
minimize duplicate information. 



Questions?
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PRC-027 Controls Resource

▪ PRC-027 Controls Guidance and Compliance Failure Points

▪ OR, go to wecc.org and select Compliance/United States/Internal 

Controls to get the full list of Controls Guidance and Compliance 

Failure Points documents
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https://www.wecc.org/Reliability/PRC-027-1%20Controls%20Guidance%20and%20Compliance%20Failure%20Points.pdf
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Follow and engage!

@weccreliability

https://www.linkedin.com/company/wecc.org/
https://www.linkedin.com/company/wecc.org/
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