
January 19, 2023

Formerly the Compliance Open Webinar



January 19, 2023

Mailee Cook

Training and Outreach 

Specialist

Reliability & Security

Oversight Monthly Update



Save the Date

▪ March 7–8, 2023: Board of Directors and Associated Meetings

▪ March 21, 2023: Virtual Reliability & Security Workshop 
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February 21–22, 2023



Oversight Quarterly Trends Report

• Provides insights into oversight trends in the 

Western Interconnection.

• The first report is live on wecc.org. 
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https://www.wecc.org/Administrative/Trends%20Update%20Q4%202022.pdf


Antitrust Policy

▪ All WECC meetings are conducted in accordance with the WECC 

Antitrust Policy and the NERC Antitrust Compliance Guidelines 

▪ All participants must comply with the policy and guidelines

▪ This meeting is public—confidential or proprietary information 

should not be discussed in open session 
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Antitrust Policy

▪ This webinar is being recorded and will be posted publicly 

▪ By participating, you give your consent for your name, voice, 

image, and likeness to be included in that recording 

▪ WECC strives to ensure the information presented today is 

accurate and reflects the views of WECC

▪ However, all interpretations and positions are subject to change 

▪ If you have any questions, please contact WECC’s legal counsel 
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Participating

10

Send questions via chat to WECC Meetings

Use the “raise hand”feature



Agenda

▪ Noncompliance Mitigation

• Michael Dalebout, Manager of Enforcement Operations
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January 2023

Michael Dalebout

Manager of Enforcement 

Operations

Noncompliance 

Mitigation



Noncompliance Mitigation

▪ Mitigation Defined

▪ Cycle of Mitigation

▪ Mitigating Activities (MA) and Mitigation Plans (MP)

▪ WECC Processing Goals

▪ Training Opportunities & Resources

▪ Questions
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Mitigation

Mitigation describes the corrective actions 

taken to address noncompliance, preventive 

actions to avoid recurrence, and internal 

controls to reduce future risk.
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Cycle of Mitigation
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Identify the full 
scope/extent of 
noncompliance

Identify the root 
cause of the issue

Evaluate/harden 
internal controls * 

Feedback and 
communication

* Preventive, detective, 
corrective controls. Also 
determine effectiveness of 
mitigation activities over 
time.



Mitigation Plan vs. Mitigating Activities
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Mitigation Plan vs. Mitigating Activities
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Key Differences



Mitigation Plan vs. Mitigating Activities

18

Requirement Mitigation Plan Mitigating Activity

Actions & Tasks Formal action plan with documented 
milestones

List of tasks the entity expects to 
complete by a set date

Milestones Needs milestones for future activities
that are no more than three months
apart. CEA has the authority to check in
and request updates on each
milestone

No milestones required, but entities 
should ideally complete tasks within 12 
months. The CEA may inquire 
periodically about the progress

Expected 
Completion

Needs an expected completion date—
cannot be before the last milestone date

Needs an expected completion date and 
a justification for the time needed to 
complete the activities

Duration Formal action plan with documented 
milestones

List of tasks the entity expects to 
complete by a set date



Mitigation Plan vs. Mitigating Activities

19

Requirement Mitigation Plan Mitigating Activity

Documentation Formal process that is bound by the 
CMEP requirements for timely 
submittals, review, and acceptance. Also 
submitted to FERC as a stand-alone 
document

Informal process where the tasks to be 
completed are typically included in the 
disposition document. Review and 
approval is performed as part of the 
disposition of the noncompliance. No 
separate submittal to FERC outside of 
the final disposition

Completion Certification of completion and 
evidence supporting completion of 
mitigation by the registered entity is 
required. The CEA may then choose 
how to verify depending on the risk and 
disposition and will issue a formal 
verification of completion document

No formal certification of completion 
required from the registered entity, but 
it would still need to notify the CEA of 
the actual completion date and provide 
evidence of completion as instructed by 
its CEA. The CEA may choose to verify, 
but verification is not required



Mitigation Plan vs. Mitigating Activities

20

Requirement Mitigation Plan Mitigating Activity

Controls Entities required to implement 
preventive, detective, and corrective 
controls with the primary intent to 
detect the noncompliance in advance 
and to prevent it or reduce the 
likelihood of recurrence

Entities encouraged to review and 
report on the preventive, detective, and 
corrective controls associated with the 
noncompliance

Disposition Track Typically used for moderate or serious
risk violations that CEAs process as
Spreadsheet NOPs or Full NOPs

Typically used for minimal and some
moderate risk issues that are processed 
as Compliance Exceptions or FFTs. 
Nevertheless, a CEA may permit robust 
and well-described mitigating activities 
for all risk levels— including 
noncompliance posing a serious or 
substantial risk to the reliability and 
security of the BPS



Mitigation Submittal Requirements
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Mitigation Key Differences
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Contents Mitigation Plan Mitigating Activity

Extent of condition 
and description of 
the noncompliance

Required to be included in
the Mitigation Plan—even if
included in other documents

Not separately required if included in 
the Self-Report document

Cause of the 
noncompliance

Required to be included in the 
Mitigation Plan—even if included in 
other documents

Not separately required if included in 
the Self-Report document

Corrective actions Required to be included in the 
Mitigation Plan—even if included in 
other documents

Required

Detective, 
Preventive, & 
Corrective Actions

Required to be included in the 
Mitigation Plan—even if included in 
other documents

Required



Mitigation Key Differences
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Contents Mitigation Plan Mitigating Activity

Milestones* Required (if mitigation extends more 
than three months into the future)

Required

Proposed 
Completion Date

Required Required

Interim Risk 
Reduction

Required to be included in the 
Mitigation Plan—even if included in 
other documents

Not separately required if included in 
the Self-Report document

Prevention of 
Future Risk to 
Reliability

Required to be included in the 
Mitigation Plan—even if included in 
other documents

Not separately required if included in 
the Self-Report document

* Milestones should include corrective and remediating actions or controls with the primary intent to remediate the 
noncompliance and restore compliance with the Reliability Standard(s) as quickly as possible; as well as preventive 
and detective actions or controls to detect the noncompliance and prevent it or reduce the likelihood of recurrence. 



CE Mitigation Policy Clarifications
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Remediation 
Evidence

Entities are not 
required to submit 

evidence of 
remediation for 

Compliance 
Exceptions. 

CE Mitigation 
Plans

Mitigation must be 
complete or 

completed within 
12 months for 
Compliance 
Exceptions. 

CE Mitigation 
Evidence

Minimal risk PNCs 
processed as 
Compliance 

Exceptions do not 
need evidence of 
Remediation and 

Mitigation verified 
unless requested.



WECC Processing Goals
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Metric Goal

% inventory with unknown remediation status 20%

% mitigation approved within 180 days of intake 80%



Training Opportunities & Resources
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Align Training on Demand
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https://training.nerc.net/

https://training.nerc.net/Home/ViewApplicationVideos?system=Align&role=Registered%20Entities


Registered Entity User Guide
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https://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/Registered%20Entity%20Self-Report%20and%20Mitigation%20Plan.pdf


WECC Align Self-Report and Mitigation Guide 
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https://www.wecc.org/Administrative/Align%20Self-Report%20and%20Mitigation%20Guide.pdf


Appendix 4C to the Rules of Procedure
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https://www.nerc.com/AboutNERC/RulesOfProcedure/ROP_Appendix%204C_20220519.pdf


Future Enforcement Training
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Training Topic Date

Extent of Condition Training
February 9, 2023

2:00–3:00 p.m. MTN

Root Cause Training
March 2, 2023

2:00–3:00 p.m. MTN

Mitigation through Internal Controls
April 6, 2023

2:00–3:00 p.m. MTN



Contact:

Michael Dalebout

Manager of Enforcement Operations

mdalebout@wecc.org
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February 16, 2023 2:00 pm MT

Formerly the Compliance Open Webinar



Follow and engage!

@weccreliability


